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Abstract

Many consistency or replication control schemes that increase data
availability in distributed systems exist, and the search for improve-
ments continues, though there have been no good nontrivial upper
bound demonstrating how much improvement is possible. We present
a new upper bound for data availability under replication for general
networks. In addition we also describe a new technique that yields
near optimal levels of data availability with respect to this bound.

1 Introduction

In a distributed system subject to component failure, replication is typically
used to improve data availability. A single failure in a non-replicated envi-
ronment can cause a data item to become inaccessible. By storing copies
of data on more than one processor, the probability that at least one copy
is accessible increases.

The full benefits of data replication are in practice very difficult to
achieve however because of the need for data correctness. By correctness
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we mean that the concurrent execution of transactions on replicated objects
is equivalent to some serial execution on non-replicated data; a constraint
known as one-copy serializability[10]. While in a non-replicated environ-
ment a local concurrency controller is sufficient to insure serializability,
replicated svstems also require a consistency control protocol to guarantee
that all copies be mutually consistent (one-copy behavior). The problem of
insuring mutual consistency is most interesting when site and link failures
can partition the system into disjoint sets of communicating sites.

Partition resilient consistency control protocols that provide mutual
consistency can be classified as either syntactic or semantic and as either
optimistic or pessimistic/12]. These distinctions categorize protocols by how
they define correctness and by when they detect and take action regarding
a non-serializable operation. In this paper we examine the most general
purpose class of protocols, pessimistic syntactic, where committed trans-
actions are never backed out and the one-copy serializability correctness
criterion is tested by examination of a transaction’s read and writesets.

While the literature contains a large number of pessimistic syntactic
protocols as well as a few studies comparing some of the more popular ap-
proaches, an understanding of the limitations of data replication on avail-
ability has remained elusive (see [12] for a good though slightly out of date
survey of protocols and [20, 30, 32] for a sampling of the comparative stud-
ies). It has been shown that replication can provide superior availability
over a non-replicated scheme. In addition it is also known that a transac-
tion’s probability of success must be less than the probability the issuing
site is operational{20].

In this paper we demonstrate a new upper bound on data availability
under replication for general networks. Use of this bound in concrete cases
generally shows that data replication will not yield a significant increase in
availability. The bound also gives insight in how to provide a high level of
data availability. Accordingly we also present a new mechanism, the Seg-
ment Server, which achieves a nearly optimal level of data availability. The
server utilizes a new protocol which is a variant of the Available Copies[9]
protocol modified to guarantee serializable execution in partitionable net-
works.

The organization of this paper is as follows. In the next section we
present the system model. In Section 3 we present our method for comput-
ing data availability. Sections 4 and 5 contain brief descriptions of some
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previous protocols and upper bounds respectively. In Section 6 we present
our new upper bound on data availability. Section 7 contains a description
of our Segment Server. Finally we conclude the paper in Section 8 with a
discussion of our results.

2 System Model

The environment we consider is composed of sites, bi-directionai links and
local network segments (ethernet of token ring). Links fail by crashing or
by delaying or failing to transmit messages; partial failures such as links op-
erating in only one direction or garbling messages are not considered. Our
assumption is that any message transmitted is correct in its entirety and
that the sequential order of transmitted messages is preserved. Local net-
work segments, on the other hand never fail, but the processors (compute
nodes, gateways and repeaters) connected to them are subject to failure.
These segments also have the non-partitioning property, which insures that
any two operating processors on the same segment will always be able to
communicate. Processors and links are fail-stop[40]; although they may fail
to send, receive, or transmit a message, byzantine failures[28] are not con-
sidered. Finally, all node and link failures are eventually repaired, although
once repaired they are again subject to failure.

Since message passing is the only inter-node communication mechanism,
processor and link failures can partition the network into disjoint sets of
communicating sites. When communication between two processors is lost
it is typically impossible for one site to determine whether the other has
failed or is partitioned away. It is feasible though for one site to utilize
the non-partitioning property of local network segments and knowledge of
the initial topology to sometimes distinguish between a site failure and a
partitioning.

We model the system as a distributed database, accessed through atomic
transactions[21]. For ease of discussion our database is composed of a single
data item, though our results are not dependent upon this. We assume that
all transactions are well formed and that one transaction executed alone
transforms the database from an initially correct state to another correct
state[48]. Transactions can read or write the object. A read operation

only conflicts with concurrently executing writes, while a write conflicts



with both concurrently executing reads and writes. Finally we assume the
presence of a commit protocol which guarantees the atomic[43, 42] property
for transactions.

3 Measures of Data Availability

One needs to first settle on a definition for data availability before a bound
can be placed upon it. There are two definitions of availability in the
literature[23]. The first is the probability at time ¢, as t goes to infinity,
that an arbitrary site can legaily and physically gain access to the data.
The second is the probability at time t, as t goes to infinity, that there
exists some site which can legally and physically gain access to the data.

We choose to present our results using the former definition rather than
the more common latter one since it more accurately reflects a system user’s
viewpoint. A drawback of the second metric is that it fails to capture the
influence of partition size on the probability a particular transaction at a
particular site will succeed, thus favoring certain classes of protocols over
others. Also for the second definition to be useful, transactions would
require the knowledge of where to be submitted and have the ability of
being submitted at that chosen site. We believe both of these assumptions
are unrealistic.

Finally, in [20] it was shown that using the second metric, one can mea-
sure a level of data availability greater than the reliability of the underlying
network. This study demonstrated how a transaction submitted to a site in
a network with nodes of operational probability p had a success probability
q, ¢ > p, when g was measured using the more common second definition.
Clearly it is uninstructive to use a metric which can allow transactions to
have a greater chance of succeeding than the probability the submission
site is operational.

4 Previous Protocols

Within the pessimistic syntactic protocol domain, there are two broad cat-
egories of approaches, static and dynamic. A static scheme is one that
determines the current access partition solely by the site membership in



the different physical partitions[45], where an access partition is a set of
communicating sites {a physical partition) containing at least one copy of
the object and in which access to the object is allowed.! A property of
all pessimistic schemes is that there is at most one access partition in the
network at any given time (mutual exclusion), and two successive access
partitions always overlap by at least one copy bearing site.

The most well known static protocol is Quorum Consensus[19], also
known as static voting.’ Each copy is allocated a number of votes and each
data operation is assigned a threshold (or quorum) value. Transactions
must acquire the appropriate threshold of votes from the copies it can
communicate with, before executing the desired operation. The quorum
values are set so that conflicting non-serializable sequences never occur.
Majority Consensus[46] is a special case of Quorum Consensus since it
specifies all operations to have their threshold be [(n|+ 1}/2], n being the
number of copies in the network.

Voting schemes are popular because they can be fine-tuned to reflect a
desired availability by varying the initial vote assignment[17, 5] and opera-
tion thresholds. The ability to implement the Primary Copy Protocol(3, 44]
by assigning all the votes to a single copy, and the capacity to favor reads
over writes by choosing quorum values which allow simultaneous reads in
multiple physical partitions by disabling writes in all partitions are exam-
ples of static voting’s flexibility. Voting has been subject to more analysis
than other protocols. This has included the determination of optimal vote
assignments with respect to availability performance(2, 6, 26, 47], and of
communication costs{27].

There are also some noteworthy variations on the basic voting protocol.
Missing Writes[14] is a hybrid protocol that degenerates into Majority Con-
sensus whenever the system is partitioned. Viewstamped replication[34, 35]
improves upon some of Majority Consensus’ inefficiencies and provides a
front-end that appears like the simple Primary Copy Protocol to its users.
Finally in [1] a method is presented that reduces the storage needs for a
Quorum Consensus based protocol.

1 An access partition is sometimes referred to as a majority partition. This is usually
when a protocol requires that the current access partition contain a sirict majority of sites
from some previously defined set of sites.

27y facilitate our presentation, we capitalize the names commonly applied to the pro-
tocols we mention,



Not all static protocols are based upon vote assignments. Garcia-Molina
and Barbara have shown that weighted voting cannot represent all of the
valid access groupings that preserve mutual exclusion[4, 18}, and therefore
proposed coteries which are sets of site groupings that may perform an
operation. Their Coterie Protocol is an access only protocol, which means
that each data operation is assumed to conflict with all other operations,
including itself. In terms of our database model this is the same as making
no distinction between read and write operations; all accesses are considered
to be writes. The protocol, as originally described, is inefficient in that it
can require an exponential number of set operations before determining
if an access can be allowed. Acceptance Sets[45], also based on coteries,
utilizes a more efficient implementation.

Dynamic protocols typically adjust the parameters for determining the
current access partition as component failure and recoveries alter the net-
work topology. The most popular scheme is to have access partition ¢ + 1
" be the physical partition that contains the majority of copies from access
partition 7. Version Vectors[13] was the first protocol of this type. Unfor-
tunately it is based upon some unrealizable operational assumptions. Each
site contains a symmetric and transitive P-bit connection vector indicating
with which of the P sites it can communicate. The protocol requires that
changes in the system configuration from site/link failures and recoveries
be instantaneously recorded in the proper connection vectors.”

The Dynamic Voting[23] and Optimistic Dynamic Voting{37] protocols
solved these implementation problems while providing the same level of
data availability as Version Vectors. Various techniques have been de-
veloped to further improve these two protocols. Lexicographic or linear
ordering[22, 24] provides a mechanism for tie-breaking. Topological Dy-
namic Voting[37] allows a site to utilize the non-partitioning property of
local network segments and the initial network topology to sometimes dis-
tinguish between a site failure and a network partition. By storing the
object’s state information on additional sites (Witnesses), one can effec-
tively increase the level of replication without incurring the associated
storage overhead[36]. Finally a non-partitioning resilient protocol called

3Furtherimore the recovery/merge algorithm as described does not guarantee mutual
exclusion (leading to non-serializable executions). When a site/block merges with the
majority it should adopt the majority’s complete version vector {with the appropriate
new zero entries) as well as the current value of the data object.



Regeneration[39] has been adapted to work with both static and dynamic
voting protocols[31, 33].

Not all pessimistic dynamic schemes are based upon the majority of
current copies. Class Conflict Analysis/41, 50| determines the set of trans-
actions executable in each physical partition after every component failure.
This mapping, though, requires an a priori characterization of ail transac-
tions. The Vote Reassignment class of protocols[7, 8] dynamically reassign
votes upon site and link failures. Various techniques are presented on how
to redistribute votes after a failure and what action to take when a failed
COPY Tecovers. '

Hybrid protocols which merge both static and dynamic features have
also been developed. Accessibility Thresholds[15, 16] is based on the con-
cept of views. A site maintains an approximation of the set of sites it can
communicate with, called a view. Each view then sets the quorum thresh-
olds for itself in such a way as to prevent non-serializable executions both
. within the view and across all other views. Finally, the Dynamic Voting
protocol has been adapted to revert to static voting whenever the size of
the current access partition falls below a preset threshold[25].

5 Previous Upper Bounds

While it is desirable to achieve 100% data availability, it is clear from
the above discussion that availability is limited from above by the average
probability a transaction issuing site is operational. This observation, while
useful in choosing between availability measures gives little insight into the
performance of existing protocols relative to their potential.

The Oracle protocol[20] improved this bound through simulation, al-
lowing for the first time a realistic understanding of replication’s potential.
Given a network topology, the individual component reliability characteris-
tics, a distribution of copies, location and frequency distributions for trans-
actions, and a sequence of events, the protocol determines the potential
availability possible for the specified environment. By constructing a graph
from the event stream and locating the maximum cost path, the proto-
col correctly outputs the assignment of access partitions maximizing data
availability. The Oracle was used to demonstrate that when all transac-
tions perform updates on a single replicated object, certain environments



already possess protocols that live up to replication’s potential, while others
do not[20].

6 A New Upper Bound

We alter our database model to be access only (i.e. no distinction is made
between read and write operations with respect to conflicts and serializabil-
ity). While this seems like a severe restriction, all of the above described
protocols except Quorum Consensus and its direct variations exhibit this
characteristic. Quorum Consensus also behaves in this manner whenever
the quorums for reading and writing are set to the same value, which is
tvpically done in order to maximize writer throughput.

A transaction mix is sometimes described in terms of the read rate e.
There are « reads for every update to the object. The access only assump-
tion is equivalent to setting o = 0. We observe that when « is sufficiently
high (@ > |N|, N being the set of sites in the network), full replication with
a read one/write all protocol will yield a level of availability almost equal
to the average probability a transaction issuing site is operational.

We model the network as a graph G = (V, E) composed of a set V of sites
connected by a set F of links. Each of the {V U E| component’s reliability
is characterized by the percentage of time it is operational. Finally we
designate V! C V to indicate those sites that can issue a transaction against
the object.

We observe that the data availability in a non-replicated environment,
whose single copy has a reliability of p, can be improved by a factor of 1/p,
by increasing the reliability of the copy to 100%. We state this observation
as the following lemma.

Lemma 1: If z is the overall object availability in a non-replicated sys-
tem whose single copy has a reliability of p, then exchanging that site with
an infallible node will yield an availability of (1/p)z.

A useful method of analyzing replication protocols is to measure the size
" of each access partition in terms of the number sites from V' it contains.
This site count can be weighted to reflect any given transaction frequency
distribution. We observe that protocols which maximize this quantity over



time will outperform those that do not.

Lemma 2: Ifp is the probability that sites s and t can communicate and
g is the probability that sites s, t, and the set U of sites can all communicate,
where s,t ¢ U and [U/]| > 1, then ¢ < p.

Proof: p can be determined by enumerating the set of all 2VUE network
states and summing the occurence probabilities of each state that allow s
and t to communicate. Only a subset of these states allow s, t and the
other sites in I/ to communicate; therefore g < p. ©

There is at least one site 1., in (G that is optimally located so as to
maximize the probability that it can communicate with V'. Let Rely;
be the probability that site 7, which is assumed to be operational, can
communicate with 7. We define the function

AvgSize; = z Rel, , (1)

eV

to measure the expected number of sites from V' that are contained in ¢’s
physical partition. €, is a site where

AvgSize;,,, = mazieyAvgSize;

Furthermore the individual Rel; ;’s can also be weighted to reflect any given
transaction frequency distribution.

Theorem 1: No replica control protocol using a set C of copies, C TV,
can provide superior object availability than a single copy stored on an
infallible node located at 1 op;.

Proof: Any access partition j that can form under a replica control
protocol must contain M; C C copies. When [M;{ = 1 it is clear that
AvgSizey; < AvgSize;,,. One concludes that the infallible copy at 4oy 1s
better situated with respect to the set V' than a replicated copy in par-
" tition j. When |M;| > 1 there is no individual site & € M; such that
AvgSize, > AvgSize;,,. Furthermore by Lemma 2, for each [ € V', the
probability that [ can communicate with all of the copies in M; is not
greater than the probability that [ can communicate with just k. This in-
dicates that there is a greater expected number of sites from V' capable of
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communicating with just 1,y than with any M; € C copies.

Theorem 2: If ¢ is the overall object availability in a non-replicated
system whose single copy located at 1o, has a reliability of p, then the
upper bound on data availability with respect to replication is (1/p)z.

Proof: Directly from Lemma 1 and Theorem 1. ¢

Civen that current technology can provide processors in the 95+ % reli-
ability range, effort should be focused on techniques which increase server
reliability and optimize server placement, instead of on general replication
schemes. :

7 The Segment Server

The two keys to achieving our bound is locating the i,y site and producing
an infallible data server. The location problem can be reduced to deter-
mining the two site communication probability Rel; ;. Unfortunately Rel; ;
is # P-Complete for general graphs{49, 38, 11]. There are some classes of
graphs, though, for which polynomial algorithms exist. These include many
typical configurations found in practice such as complete, series-parallel and
other subclasses of planar graphs[11].

We now describe an architecture, which we call the Segment Server (55),
that produces a data service whose reliability can be made asymptotically
close to one. The SS is physically composed of a single non-partitionable lo-
cal network segment {ethernet or token ring) supporting a broadcast mech-
anism, with m processors connected to it. n & m processors will both store
a copy of the object and execute a special optimal comsistency protocol,
which we call the Segment Server Protocol (SSP). These sites which can be
either current, failed or comatose also store a set of site ids called the was-
available set. | C m will act as gateways between the server segment and
the remainder of the network. A node can store a copy, act as a gateway,
perform both functions, or neither.

SSP is a variation of Long and Paris’ improved version of the Available
Copies protocol (AC)[9, 29]. The differences are that in SSP transactions
originate from outside the non-partitionable segment and the local concur-
rency control (CC) functions are centralized, while in AC all transactions
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originate from within the non-partitioning segment and the CC mechanism
is fully replicated.

The n sites executing SSP designate one copy to act as the current
primary whose responsibility it is to respond to all access requests and to
maintain the CC mechanisms. Failure of the primary triggers the election
of a new primary from among the set of operating copy-bearing nodes. A
newly chosen primary’s first task is to broadcast an abort token for all
{ransactions in progress to the other n — L copies. The protocol requires
there be at most one primary at any given time to insure correct behavior.

An operation request originates at some site and is routed to any reach-
able operating gateway, which need not be kept the same for the duration
of the transaction.' The gateway passes the request to the current primary
using the broadcast facility. Read requests allowed by the CC function are
satisfied by the primary who transmits the response back to the requester
via any gateway. Write commands which clear the CC level are numbered,
executed and ACKnowledged by the primary. All non-primary copies also
receive the update information and the primary’s ACK since both of these
messages are transmitted using the broadcast facility. If the message re-
ceiving gateway is also the current primary, the command and its ACK are
still broadcast in order to keep the other copies abreast of the updates.

When the primary receives the commit token it broadcasts on the seg-
ment, the CC mechanism’s abort or commit decision regarding the trans-
action. The abort choice causes all copies to discard that transaction’s
updates and for the primary to relay this outcome to the requester. The
primary, in the commit case, as part of the general transaction commit
protocol broadcasts both the transaction’s ID and its update count. Cur-
rent copies that have received the full set of updates inform the primary
of such, while the remainder of the operational copies become comatose.
Finally the primary broadcasts the set of current siteids (i.e. the set of
current sites which received a complete set of updates) which becomes the
was-available set for those sites.

A copy recovering from a failure is also considered comatose. A co-
matose copy is made current by locating any current copy and overwriting
its data with the object’s current state. Comatose copies, which are pro-

*Allowing the gateway to change provides the transaction a level of gateway fanlt
tolerance.
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hibited from being elected primary, remain comatose until a current copy
is located.

A Segment Server will remain in continuous operation as long as a single
current copy is operational. Recovery from a total failure in SSP is identical
to the AC recovery scheme where the transitive closure of the was-available
sets is used to indicate which host received the last update. Once the
critical site is again operational other comatose copies can recover from it.
A more complete description of the S, approach including the recovery
algorithm and the proof of the protocol’s correctness can be found in the
first author’s forthcoming PhD thesis.

SSP’s main shortcoming is that transactions must restart in the event of
a primary’s failure, which is due to the centralization of the CC function. A
replicated CC mechanisim, like any other replicated data, requires one-copy
behavior for correciness. The AC protocol achieves a correct replicated
CC function by assuming the existence of an atomic broadcast mechanism.
Unfortunately using current technology, differences in work load and in-
put queue length make atomic broadcast very difficult and expensive to
implement. SSP accomplishes the same goals as AC without requiring its
broadcast primitive to operate atomically.

The AC paradigm was chosen for the SS becanse AC is optimal with
respect to availability for non-partitionable environments.” By increasing
the number of copies SSP manages, the reliability of the server can be made
arbitrarily close to perfect, therefore a SS represents a good approximation
of an infallible server. While it is not known how to analytically analyze
data availability in a network subject to partitioning, it has been shown
in the first author’s forthcoming PhD thesis, that through simulation, an
optimally placed SS yields near optimal levels of data availability.

8 Conclusions

We have shown an upper bound on data availability under replication for
a general class of protocols in an access only environment. This bound
demonstrates that techniques which increase server reliability and improve
server placement are more powerful in general than any standard replication

5The proof that AC is optimal in a non-partitionable system can be found in the first
author’s forthcoming PhD thesis. '
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scheme. It is better to approximate a single well placed infallible server
than to replicate the object, creating a distributed server organized under
a replica control protocol.

The Segment Server mechanism is presented as a means to construct
a single highly reliable data server for networks subject to partitioning
from component failures. By increasing the number of copies stored on the
segment, the overall reliability of the server can be made arbitrarily close
to that of an infallible site. Finally, the Segment Server was shown to yield
a level of availability very close to optimal.
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