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Effects of Replication on the Duration of Failure in
Distributed Databases

Donald B. Johnson* Larry Raabt
Dartmouth Colleget

November 14, 1991

Abstract

Replicating data objects has been suggested as a means of increasing the
performance of a distributed database system in a network subject to link and

of time, once the object becomes unavailable from a particular site, that the
object remains unavailable. We show that, for networks composed of highly-
reliable components, replication does not substantially reduce the duration of
failure. We model a network as a collection of sites and links, each failing and
recovering independently according to a Poisson process. Using this model,
we demonstrate via simulation that the duration of failure incurred using a
non-replicated data object is neatly as short as that incurred using a replicated

prove that if each site operates with probability p, then the optimal replication
protocol, ‘Available Copies[5, 26], reduces the duration of failure by at most a
factor of {-ﬁ. Lastly, we present bounds for general systems, those in which
both the sites and the communication between the sites may fail. We prove,
for example, that if sites are 95% reliable and a communication failure is suf-
ficiently short (either infallible or satisfying a function specified in the paper)
then replication can improve the duration of fajlure by at most 2.7% of that
experienced using a single copy. These results show that replication has only
a small effect on the duration of failure in present-day partitionable networks
comprised of realistically reliable components.
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1 Introduction

are to increase availability and to reduce cost. In previous work we showed that, due
to the database consistency constraints, replication does pot increase substantially
the probability that the object is available[23, 24]. In this paper we study duration
of failure, which we define as the length of time, once the object becomes unavailable
from a particular site, that the object remains unavailable.

The issue we are interested in is not whether the database program will ailow
a request for the normal reasons of consistency and serializability of transactions,
but how well the network will accommodate requests in the presence of component
failures. It may be that, because of site or link failures, a copy of the data is not
up to date, or it may be that failures have isolated a requesting site from sites at
which data reside. This last phenomenon is called network partitioning, and we call

step towards maximizing availability, not to mention retaining satisfied database
users, '

in the duration of failure. 7

We then develop an exact expression for the duration of failure of a single copy in
a network with fallible sites and infallible communication. Using this expression, we
compare the performance of a single copy to that of a replication control protocol,
Available Copies(s, 26], which is optimal with respect to availability. Again we
find that, given reasonably high site reliabilities, the effect on duratiop of failure is
relatively small, Stated precisely, the optimal Available Copies protocol reduces the
duration of failure by a factor of at most %—}E . Thus if a site is 95% reliable, the
Available Copies replication control protocol will reduce the duration of failure by
at most a factor of only 2.6% '

Lastly, we develop an expression for the duration of failure for 4 single copy in a
network where both sites and links can fail. Since this expression is rather complex,
we develop a number of simpler upper bounds on the duration of failure produced
using a non-replicated ob ject. Assuming, as is argued in this paper, that an opti-
mal replication protocol with respect to availability in a partitionable network will
achieve duration of fajlure close to the site mean time to repair, then we obtain an



interesting bound. For example, if sites are p = 95% reliable and if a communication
failure from the site A to the data object at site J is sufficiently short (as specified
by equation (6) of section 6.2), then replication can improve the duration of failure
by at most 2.7%.

The next section describes both our network and database model and the avail-
ability and duration of failure metrics, Section 3 then describes the replica control

tion, respectively.

2 Model & Metrics

to postulate Poisson processes for fajlures and recoveries(8, 33]. This assumption
then allows the analytic analyses of sections 5 and 6.

We also make a possibly less realistic assumption with regard to sites and links,
namely that they are fail stop(15, 35). In other words, the only mode of failure
assumed to occur is complete failure. Without this assumption, protocols for correct
operation become immensely more complex. Aside from the difficulties of working
with possibly~ malicious failure modes, consideration of such problems obscures the
issues we address, namely, strategies for managing data in a practical environment
where components fail. This fail stop behavior can be approximated in software|7].

this same site and managed in a serializable manner, the usual notion of database
correctness. This property is called one-copy seriaﬁzability[B?]. In a non-replicated
system, obtaining serializability is not trivial, but for the purposes of this paper,
we will assume that the problem of serializability in a non-replicated system is well
understood and solved, as indeed jt is[6]. In unreliable, replicated systems studied in
this paper, an addition protocol, called a replica control protocol, is needed to ensyre

~-section-3;-
We define the availability of a data item to be the expectation over all sites of
the probability that an access will succeed when the system is controlled by some



protocol. Thus availability depends on the network, the location of data in the
network, and the distributions governing failures, recoveries, and access requests,
as well as the protocol used. The ob Jective of a database management system, we
assume in this paper, is the maximization of availability, given a network and the
distributions just mentioned.

Although the primary object of a management system is the maximization of
availability, the user is also concerned with the duration of failure. We define the
duration of failure in a network to be the expectation over all sites of the length
of time, once an access request has first been denied, that the access request will
continue to be denied. The duration of failure is a function of the same system
characteristics as is availability and is the object of study in this paper.

3 Protocols

Because of the partitioning alluded to above, there must be some replica control
protocol, distributed over sites, that maintains correctness of data. The main prob-
lem is that when the network partitions, accesses that change the data can only be
allowed in one block of the partition, else data will become inconsistent. Further-
more, reads in some other block of the partition may read data that is no longer
current because it has been changed elsewhere.

We call the block of a partition in which write accesses are allowed the distin-
guished write block and a partition in which read accesses are allowed the distin-
guished read block. A necessary rule for any correct protocol to enforce, called the .
read-write consistency constraint, is that every read distinguished block and every
write distinguished block must have at least one copy in common with the most
recent write distinguished block. '

The protocols described below and consequently the simulations of section 4 do
not differentiate between read and write requests. Therefore the read-write con-
sistency constraint can be enforced using the update-only consistency constraints,
which are (1) there may be at most one distinguished block at a time, and (2)
successive distinguished blocks must have at least one copy in common,

3.1 Realizable Protocols

In this section we introduce a number of protocols that have been proposed to maxj-
mize availability while guaranteeing the update-only consistency constraints. Unlike
the Oracle protocol presented in section 3.2, these protocols can be implemented in
real systems, since they do not make use of knowledge of future events. Although
many interesting and effective protocols have been introduced[4, 9, 10, 11,13, 16, 19},
we describe only those which we employ to illustrate points in this paper. Compar-
ison with the Qracle protocol ensures that this collection of protocols is sufficient,
since no protocol can perform better than the Oracle.



We call the trivial protocol governing access to a non-replicated data object the
Single Copy protocol, SC. The Primary Copy protocol[2], is a generalization of a
non-replicated data object. Although more than one Copy may exist in the network,
there exists a particular copy, designated the “primary”, with which all accesses
must communicate. Since the single copy protocol and the primary copy protocol

an effective, practical method for approximating this location based upon the past
performance of the system.[21]

The Majority Consensus protocol(36], MC, is an instance of the Quorum Con-
sensus protocol[13], where no distinction is made between read and write operations,
In the majority consensus protocol, each copy is assigned a number called jts vote

votes is always required, it is clear that the consistency constraints are fulfilled.
The Majority Consensus protocol can be fine-tuned to maximize availability by
varying the voting assignment, The best vote assignment will depend upon the
topology of the network, the reliability of the components, and the distribution of
the data accesses. Since in general finding the best vote assignment is computa-
tionally intractable, heuristics have been suggested to help choose an initial vote
assignment[3, 28]. For the analysis in section 4, we use a uniform vote assignment

.

of one vote per copy, since in our experiments the data access distribution and

before system startup and would not exhibit any benefits of replication.

The Dynamic Voting protocol(17, 20, 32], DV, is equivalent to an earlier proto-
col by Davéev and Burkhard[9) except that DV does not require that each site obtajn
instantaneous knowledge of all changes in network status. Two versions, identical
for our purposes in functionality but differing in implementation, were presented by
Jajodia and Mutchler[17, 20] and by Long and Paris[32].

present!, at most one distinguished block may exist at a time. Since a distinguished
block must contain current copies, successive distinguished blocks have at least one

'We use the Linear Ordered Dynamic Voting enhancement as described in {18). This version
of DV increases availability by assigning a linear ordering to the copies and using this ordering to
select as distinguished one of two blocks of equal size.

on



copy in common. Thys the consistency constraints are fulfilled.

The Available Copies protocol{5], AC, unlike all the other protocols described
in this section, is only applicable to networks with infallible communication, [n
such a system, if site A cannot communicate with site B, then site A can correctly
conclude that site B has failed. Using the available copies protocol, the data object is
available so long as at least one site Is operational. Asg originally described, recovery
requires waiting for every site to repair and then determining, using version numbers,
the site with the latest update., We employ an improvement to this protocol by Long
and Paris which modifies the recovery algorithm so that recovery occurs as soon as
the site with the latest update s repaired{26]. The Available Copies protocol so
enhanced has been proven optimal with respect to availability(14].

3.2 Oracle Protocols

In previous work{22], we postulated a most powerful correct protocol, one that
chooses at each event in the network the distinguished block with full knowledge of

don’t know how to implement on-line) an oracle protocol,

In this paper, we employ two such oracles. OracleA, like the oracle described
in [22], chooses the sequence of distinguished blocks which maximizes availability as
defined in section 2. QracleD instead minimizes the duration of failure, Clearly,
any availability obtained with the OracleA is an upper bound and any duration of
failure obtained with OracleD is a lower bound for the corresponding metric for any
correct protocol when the other factors are fixed.

4 Simulation

cording to a Poisson process at each site. For the results given, we assumed site and
link reliability to be 96% and a ratio of mean time-to-next-access to mean time-to-
next-failure of 1/128. The simulations were run or a DECstation 3000 Model 200

95% confidence interval with an interval size of at most +0.5% of the mean reported.
Duration of failure figures reflect 95% confidence with interval size at most +3% of
the mean reported. '



simulations have hitherto been reported in the literature dealing with consistency
control. A complete description of our simulator can be found in [22].

4.2 Resuits

From the duration of failures shown in Figure 1 and the corresponding availabilities
shown in Figure 2, we make four observations and then discuss each in turn.?

* The duration of failure of OracleD is significantly less than that of all the other
protocols,

* The Majority Consensus protocol frequently provides duration of failure
shorter than that of OracleA.

e All protocols but OracleD have the same duration of failure for Topologies 256
and 4949,

¢ The duration of failure of OracleA does not djffer substantially from that of
the other realizable protocols, except in Topology 1.

nificantly decrease the duration of failure of the other, realizable protocols. In fact
there is such a way. Unfortunately, as Figure 2 reveals, this reduction of duration of
failure is at the cost of a substantial increase in availability, which is not an attrac-

including duration of failure, are subordinate to availability, Therefore, we are not
interested in decreasing the duration of failure if that requires a large decrease in
availability.

The case against OracleD is strengthened once we examine the method by which
OracleD reduces the duration of failures. Suppose that a distinguished block A
partitions into two blocks Ay and A,, and then Ay and A3 rejoin into the single

*We restrict ourselves to observations based primarily on duration of failure and only secondarily
on availability. We direct the interested reader to [22] for a complete discussion of the effects of
replication on availability.
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block A. Suppose further that the number of sites in A, is greater than the number
of sites in Az. Each protocol must select which of A; and A,, if either, to deem
distinguished. Assuming a uniform access request distribution, OracleA and DV
will select A4y, since it is more probable that a larger fraction of the access requests
will be submitted to the larger block than the smaller block. Likewise, MC and
SC; are more likely to select Ap. OracleD), on the other hand, will choose between
Ay and A, based upon not only there relative size but also the duration of the
partition. If that duration is longer than the average duration of failure experienced
thus far, then OracleD will minimize the negative effect of this failure on the overall
duration of failure by deeming A, distinguished, as do the other protocols. If,
instead, the duration of this partition is shorter than average, then OracleD wil]
deem the smaller block, A,, distinguished in order to reduce the overall duration
of failure by encurring a short duration of failure for the larger number of sites, If
the size of 4, is very small, for example one failed site, as compared to Ay, then
availability will suffer. This explains why the availability of OracleD is poor and
why a realizable protocol model after OracleD is of little value.,

Our second observation, noting the frequent superiority of Majority Consensus
over OracleA in terms of duration of failure, can be discounted similarly. The
availability provided by MC is far too low to consider employing MC as a means of
managing replicated copies.

The third observation states that all protocols but OracleD have the same du-
ration of failure for Topologies 256 and 4949, which we call the highly connected
topologies. The duration of failure to which all these protocals converge is 51 time
units, the site MTTR. Since the topologies are highly connected, an access request
succeeds virtually whenever the request site is operational, resulting in a duration

clear in sections 5 and 6, where we argue that the optimal replica control protocol
is likely to achieve duration of fajlure equal to the site MTTR.

Our last observation implies that replication does not substantially improve the
duration of failure over that obtained with a single copy for any topology other than
the ring. Although some potential for reduction of duration of fajlure exists in a ring
topology, as evidenced by the performance of OracleA on Topology 0, none of the
realizable protocols obtain this potential. Since even OracleA achieves availability
less than 33%, this ring topology is of little practical interest. For the remainder
of the topologies, the duration of failure of a single copy is within .33 time units or
10% of the duration of failure of OracleA.

Although these small reductions in duration of failure do not seem sufficient
Justification for the added communication and storage costs incurred by replication,
ultimately this decision must be made by the database designer or administrator,

In order to provide practical guidelines for a wide variety of topologies, protocols,

3As we prove formally in [24], the Majority Consensus protocol has negligible difficulty abtaining
2 majority of the sites in a large, highly connected network.
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and read-write ratios, we present the analytic results of the next two sections.

5 Perfect Communication Networks

timal replication control protocol, Available Copies, we again see that replication is
of little assistance in reducing the duration of failure. Other studjes in which com-
munication has been considered infallible include (1, 5, 20, 25, 26, 28, 29, 30, 31, 34].
Let r be the mean time to repair (MTTR) for each site.
Let f be the mean time to failure (MTTF) for each site.

We begin by analyzing the duration of failure of the Available Copies protocol,
since this replication control protocol is optimal with respect to availability and

then the duration of failure is clearly r, since the local copy can be read whenever
the local site is operational. A Write access request submitted to a site ¥ may
fail for one of two reasons. Firstly, ¥ may be failed, and we expect to wait r units
of time for Y to repair. Secondly, all sites may have failed and, although Y has
repaired, the site X with the most current version of the data object may still be
failed. In this case, we also expect to wait r units of time for X to repair. Since the
current copies may fail while Y is repairing and Y may fail while a current copy is

repairing, the duration of failure for the Available Capies protocol is at least r. S

Having derived a lower bound for the duration of failure in 3 replicated system,
we now derive an expression for the duration of failure in non-replicated systems.

Let Dy be the expected time for both of two sites to repair given that one site
is failed and the other is operational.
Let D; be the expected time for both of two sites to repair given that both are
failed. '

For two sites ta repair, we must wait r/2 for the first to repair and then another
Dy for the second to repair. Therefore,
-
2

_ *We assume that the time to update a site after repair is negligible whenever a current copy exist
on an operational site. If a current copy does not exist on an operational site, then the analysis ig
similar to that for a write access request and also results in a duration of failure greater than or

Dy ==+ D

*We are satished with a lower bound, since the exact formulation would differ very little and
would require an involved Marcovian analysis similar to [14, 26]. In fact, the difference between
the bound and the exact valye gquickly approaches zero as the size of the network increases,

I1



For both sites to become operational given that exactly one site is operational,
we must wait rf/(r + f) for the next failure or repair event. This event is a repair
with probability f/(r + f), and if so, both sites have repaired. If instead (with
probability »/(r + £)) the next event is a failure, then we have two failed sites and,
since the events are exponentially distributed, we must wait Ds. Therefore, if we
let p= f/(r+ f) be the reliability of a site and use D, to solve

D1= Tf + T -D2_

r+f r+f
for Dy , we obtain
r2
D, = ?‘+2-f (1)
IL—pyr
= T+(“T)§ (2)

Formula 2 assumes that the sjte receiving the request and the site containing the
data object are not the same. Clearly, if the request is submitted to the database
site, then the duration of fajlure is simply r. Therefore, if we let n be the number of
sites in the network, and assume that the same fraction of requests are submitted
to each site, then the expected duration of failure for the entire network, D, is

D. = r,{,fﬂ..-l)i
" Un 2f
= T+(n;1) 1—;—2)%
< D

Table 1 contains some examples of the equation 2 for a variety of site reliabilities.
In addition to anecdotal evidence from our own system, extensive studies have shown
93% and greater to be reasonable values for highly reliable components(4, 8, 26, 27].
Thus, for systems with realistically high site reliabilities over 95%, Table 1 shows
that the reduction in duration of failure obtained using an optimal replication control
protocol is less than 2.6% of that obtained using a single copy. The benefits of

replication are even smaller for small networks.

6 Imperfect Communication Networks

In this section we perform essentially the same analysis for networks with fallible
communication. Although the analysis is a bit more complex, the conclusion is
about the same - replication does not decrease the duration of failure substantially
over a single copy.

12



LROW No. |f r i p] (2)

1.0199.0] .99 [ 1.005
1.6 19.01] .95 1.026
LO[ 9.0 901 1.056
1.0 1.0 ] .50 || 1.500
1.0 0.5 .33 i 2.000

OV b L3 B

Table 1: The exact duration of failure as expressed by equation 2 for a variety of
site reliabilities given perfect communication. The units are unspecified.  js both

6.1 Deriving Duration of Failure

Suppose that site X contains the data object and site ¥ receives an access request.
Clearly, if X = Y and the access is denied by the single copy protocol, then the
duration of failure is r, the site mean time to repair. For the remainder of this

Let r and f be the MTTR, and MTTF, respectively, for each site. Let r. and f, be
the MTTR and MTTF, respectively, for the communication between X and ¥ and
assume that both cominunication failures and FEPAIrs are exponentially distributed.® -
For the remainder of this section, we will formulate duration of failure, not as the
expectation over all sites in the network, but as the expected duration of failure of
a request submitted at site Y given a nonreplicated database at site X. Wa do this
because r. and fe will very from site to site.

In order to compare the duration of failure of 3 single copy to that of a replicated
copy, we must derive an upper bound for duration of failure for the single copy
protocol and a lower bound for the duration of failure of a replication control protocol
in partitionable network. We discuss the latter first.

As we develop a lower bound on the duration of failure, we must again deal
with the following paradox which we also encountered in section 4: the duration
of failure can be reduced to an arbitrary value by introducing additional failures,
Since the duration of failure is an expected value, i.e, an average, adding any new
failure of duration shorter than average will reduce the average. Clearly, adding
fajlures will not achieve our primary goal of maximizing avajlability, nor will it

It is appropriate to approximate the failure and repair time distributions of the comimnunication
system by the exponential distribution given our assumption that the failure and repair times of
the constituent sites and links are exponentially distributed. See [12, pages 94-104], for example,

i3



satisfy the database user. Instead of adding additional failures, the replication
protocol must seek to reduce the duration of unavoidable failures already present in
the system. Although replication can reduce or eliminate failures due to inaccessible
communication paths or failed sites containing copies, our model of access request
submission implies that the failures incurred when the submission site is faileq are
unavoidable. These unavoidable failures are of duration r, the site MTTR.

A lower bound for duration of failure of r, the site MTTR, is especially reason-
able for read-intensive databases and for highly reliable networks. A read-intensive
database is one in which the vast majority of access requests are read requests. Opti-
mal availability in such a database is usually obtained using the Read-one/Write-
all protocol23], which requires that a read be performed only on the local copy,
but that a write be performed on every copy in the network. Clearly, a failure is

tion, since the performance of such systems approaches that described in section 5.
There the lower bound is provably equal to r.

Therefore, we conclude that an optimal replication control protocol in a parti-
tionable network is likely to have duration of failure at least r, the site MTTR. We
now formulate an expression for the duration of failure of a single copy in such a
network. We will conclude this section by showing that the lower bound for the
optimal replication control protocol is not substantially less thap the upper bound
for the single copy protocol. :

Let Dxyc be the duration of failure for the single copy protocol when the net-
work is in the state represented by XY Z, where X = u if the database site X is
operational (up) and X = 4 (down) otherwise, Y = v if the submit site ¥ is oper-
ational and ¥ = ¢ otherwise, and € = 4 if the communication from site X to site
Y is operational and C = ¢ otherwise. For example, D4 is the duration of failure
given that both X and ¥ are operational and the communication is down. Since the
reliability characteristics are assumed to be the same for X and Y, Dyuy = Doy,
and Dyyg = Dyyy. We use D to denote the duration of failure experienced at site Y
as a result of any one of these failure conditions, still assuming that X # ¥,

Using this notation, the duration of failure, D, under the single copy protocol can
be expressed as the probability that site X is down times Dy, plus the probability
that site Y is down times Dyay, plus the probability that the communication is down
times D,.q4. Since the reliability characteristics are assumed to be the same for X
and Y, this can be expressed as

2ff. f?
= 77 Pdwn + m———D, 3
P2y, t gy D ®)
Solving the following system of equations for Dy, and Dyug

- Ik fe .
Dduu = Tf_’__rfc%ffc+Tf+rfc+fchddu+?f+rfc+fchdud

14



rif. 2r fe r?

Digy = PRy i Ty Dy + deﬁ
2
Daaa = r? :—2201'1*5 * r? :?#T;z'rc Daua + r? «:21'1',: D
Dua = 5 f;}rc R if;f D
Daa = rf+:£:c+ Fro TIFT izc+ rf D
rf T,

T Dt —— . [}
T'f +rr. + ref duu + Tf + rr. + ref ddd

we obtain

- 2Tffc + 7'2fc + fzrc + 2r fr. + 1":z"'t:
b= Iy )

fwelet p = ;—b be the reliability of a site and Pe = ;—Cfﬁ: be the reliability of
communication, then the duration of failure can be rewritten as

1~ p?p,
D= : rT 5
P(p’r - PPt + 2p.r, — 2ppc’"c) ¢ ( )

Table 2 shows the value of D for a number of system configurations. Note that
when the site reliabilities are over 95% and communication reliabilities are over 90%,
as one would expect using today’s components and technologies{4, 8,26, 27], D is
within 6.8% of r. Since we expect the optimal replication control protocol to have

6.2 Bounding Duration of Failure

The equation D is a bit cumbersome, so we include two upper bounds on D. From
the derivative of D with respect to p., the reliability of communication, we see
that D is a monoctonically increasing function of pe iff pr 4+ p?r > re, that D is a
onotonically decreasing function of P iff pr+p?r < r,, and that D is independent
of p, when pr + p2r = Te. Since 0 < p, < 1,

;}grc if ro > Ypr + p*r)
D<oy (6).
3-:}%37' otherwise

The column headed (6) of Table 2 contains the values for equation 6 for a number
of selected system configurations.

15



Row Site Communication Formulas
Noodrl flpl v | £ |p (3) | 6 | (1)
1 1.0799.01 .99 0.5 T 495] 99 [ 0.758 1.0065 T 1.005
2 1.0799.0 | .99 )1 1.0 | 99.0 .99 I| 1.010 1.020 | 1.020
3 /1.0 990199 | 1.5 | 148.5|.99 | 1.136 | 1.530 1.530
4 1.011907 95 0% 4.3 1 .90 || 0.706 | 1.026 | 1.09%
5 1.0 190 95 1.0 9.0 ] 90| 1.068 ] 1.108 | 1.108
8 1.0]19.0) 951 15 13.5] .90 ) 1.280 | 1.662 ] 1.662

L7 107100 95 695 56 90 || 1.040 { 1.053 [ 1.108

Table 2: Each formula, for networks with imperfect communication instantiated with
different site and communication reliability parameters. The units of are unspecified,

protocol duration of failure. f is the site MTTF, and p = r—{% is the site reliability.
re, fey and p, are defined similarly for the communication reliability parameters. 5
is an exact formula and 6 and 7 are upper bounds for the duration of failure of a
single copy. '

Since we can only express the duration of failure of an optimal replication pro-
tocol in terms of 7, it would be helpful if equation 6 where in terms of r rather than
re. Thus D can be bound, although more loosely than 6, by

re ifr,>p

T s

D < ;157' ifr>r.> %(pr + p’r) : (7)

%1'521' otherwise

is greater, the latter bound may be of value since it is not dependent upon exact
communication reliability characteristics.

Although the duration of failure can be bound in a number of other ways, the
most useful form is a function of the known system Parameters, which vary from
system to system. For many systems, it may be helpful to replace p?p. with the
availability of a single data object from a particular site.

16



7 Conclusions

We have shown, both analytically and via simulation, the limitations of replication
with respect to duration of failure. Qur simulation results indicate that replication
does not dramatically reduce the duration of failure when compared to protocols

the other hand, these resuylt elucidate the limitations of data replication with respect
to duration of failure, QOther studies have shown similar limitations with respect to
availability{23, 24]. It is our hope that this work will assist database developers and
researchers in applying resources to those ends for which they are best sujted.
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