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Abstract: The Shibbolethmiddleware from Internet2 provides a way for users at higitkrcation institutions to
access remote electronic content in compliance with ther-institutional license agreements that govern such ac-
cess. To protect end-user privacy, Shibboleth permitssuseconstruct attribute release policies that control what
user credentials a given content provider can obtain. Hewe&hibboleth leaves unspecifiedwto construct these
policies.

To be effective, a solution needs to accommodate the typataire of a university: a set of decentralized fiefdoms.
This need argues for public-key infrastructure (PKlapproach—since public-key cryptography does not require
parties to agree on a secret beforehand, and parties distlibhroughout the institution are unlikely to agree on
anything. However, this need also argues against the bieicrchical structure of traditional PKI—policy in diffemt
fiefdoms will be decided differently, and originate withhretfiefdom, rather than from an overall root.

This paper presents our design and prototype of a systemgbathe decentralized public-key framework of SPKI/SDSI
to solve this problem.

1 Introduction

In this wired age, one might think of delivery of licensed Wgintent as a relation between two entities: the individual
requesting the content, and the server providing that cbritéhether the server provides that content to that indadidu
depends on what deal they arrange.

However, in educational settings, many aspects of thisséretion occur at the level of the institution, not of the
individual. Thehigher education institute (HEIphegotiates (and often pays for) access to licensed maftevial

a given content provider; whether an individual user cares&this material depends on their relation to the HEI.
Furthermore, it should come as no surprise that most HEIsig@iteer monolithic nor particularly centralized—the
university fragments into schools and departments; anddilp each increasingly local unit runs things differgntl
from its peer units.

To address the basic problem of content delivery to userg& &, thternet2/MACE (with support from IBM) developed

the Shibbolethsystem. Working within Web infrastructure and legacy antlwation systems, Shibboleth permits
content providers to learn, via the requesting user’s Hieletiver the user has the necessary credentials to see that
content.



Educational institutions value privacy, and Shibboletbpects that by hiding the user’s identity from the content
provider, and by letting users haaéribute release policiethat control what credentials get released to what content
providers. However, the basic system does not address hadsy tWkh their Byzantine fiefdoms, can create, maintain,

and resolve these attribute release policies. For any gigen many parties may need to participate, following that
user’s local organization structure; but for two differesers, these structures may differ.

This paper reports our use of SPKI/SDSI to design and prpéotysystem-SPADE—that solves this problem with
Shibboleth. The existence of multiple distributed parsaggests the use of PKI; decentralization and the focus on
authorization suggest the use of the SPKI/SDSI PKI framkwdrhe egalitarian nature of SPKI/SDSI allows the
system to model the natural hierarchy of the HEI. This alswiples a datapoint for two sparsely populated spaces:
PKI that does not focus odentity, and PKI that does not focus on the stand&rs09format.

Section 2 presents the the basic Shibboleth system. S&poesents the attribute release policy problem. Section 4
presents the SPKI/SDSI framework. Section 5 and Sectiosi6 phesent our system. Section 7 reviews related work,
and Section 8 suggests some avenues for future work.

2 Shibboleth Background

At its essence, education focuses on the sharing of infaomalin this information age, HEls naturally have moved
towards sharing information via the electronic medium ef\eb; where appropriate, institutions would like to share
material to students and staff at other institutions.

A standard framework would make it easier to share inforomatifurthering the goals of education—by freeing each
pair of institutions from having to develop their own schen@®nsidering the scenario of a user Alice at institution
14 requesting some content from institutidp leads to some design requirements:

e Institution Iz needs to know whether Alice is authorized to see the infdomatccording to the agreement
betweenlig andl,.

e Institution 74 probably already has its own system of authenticating waredhuser is Alice; the framework
should use that.

e Institution Iz doesnot need to know Alice’s identity, but just whether she’s authed; institution/ 4 would
probably rather not reveal Alice’s identity 1g;.

e We can'’t expect Alice to use anything more than the desktols ready common dty—e.g., a Web browser,
and possibly ar 4-specific authentication tool, such 8&lecar{28].

e Similarly, we would like the added infrastructure fof and Ig to be only a small delta from their current
infrastructure, and to conform with standards.

Shibboleth[13] provides such a framework. Shibboleth is a federatetimidtrated system that supports inter-
institutional authentication and authorization for shgrof resources, available to users from those institutiéissa
“middleware architecture,” Shibboleth seeks to accomrtie different security systems existing in organization
and college campuses today. Shibboleth promotes inteabitiey by using standards, such as SAML and documented
methods of information exchange; it assumes that usersognsphndard Web browsers to access these resources.
Shibboleth places a great importance on user privacy: theenbprovider only knows an opaque, session-specific
handlefor Alice, not her name.

Components and Terminology To continue with the above usage scenario, suppose user &liostitution/ 4 (the
origin site) requests resourdefrom institution/p (thetargetsite). Figure 1 shows this situation. Institutién has
some legacy way to determine who Alice is. Institutignneeds to decide whether to send resoutdsck to Alice.
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Figure 1: A basic usage scenario (without Shibboleth)

Shibboleth addresses this problem by adding addition&losiziation infrastructure at both sides, that exchangessom
additional messages. Figure 2 shows this situation.

First, Shibboleth permits the target site to learn an opdgunelleto use when asking the origin site about that user.

Alice’s request forR lands at theShibboleth Indexical Reference Establisher (SHIRE)g (messagéd\/; in
Figure 2).

The SHIRE is usually a Web server, and redirects the userisast to théVhere Are You From (WAY R)odule
(messagé/,).

The WAYF module—usually a part of the target site—interactthulie user and asks her where she is from.
(The user usually has to select from a drop-down menu. Inithis the WAYF can also control which institu-
tions have access to the target site.)

The WAYF stores the mapping between the user’s origin sitetlh@ URL of the user'slandle Service (HSan
origin-side component that ensures the user has authttiséthin I, and that creates pseudonymdiasdles
for users.

Once the WAYF determines Alice’'s HS, it asks the HS for herdiamessagé/s).
The HS responds by returning the handle to SHIRE at the taitgetmessagé/,).

Shibboleth then permits the target site to ask the origmisithe user with this handle has the necessary credentials
for this resource.

¢ In Shibboleth, these credentials are termatidbutes Shibboleth provides for one or mofdtribute Authorities
(AA) at the origin site. (This overlap with X.509 “attribute” teinology is unfortunate.) As part of the message
My, the HS also tells the SHIRE the URL of the AA to use for thisruse

e Atthe target site, SHIRE passes the handle, request, andRIAt theShibboleth Attribute Requester (SHAR)
(messagé/; in Figure 2).

e SHAR contacts the user’s AA and asks for this user’s atteguin amttribute Query Message (AQNInessage
Mg in Figure 2).

e The AA retrieves the relevant attributes and returns thethd@HAR in amAttribute Response Message (ARM)
(messagé/y).
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Figure 2: The basic usage scenario, with Shibboleth

e After the SHAR receives the user’s attributes from the AAsahds them to thResource Manager (RMpr
the resource? (messagé/s in Figure 2). The RM may have its owAttribute Acceptance Policy (AAR)hich
decides whether the user will be granted or denied accehs te$ource based on the attributes presented.

Shibboleth uses th&ecurity Assertion Markup Language (SAMd)the AQM and ARM.

3 The Attribute Problem

Attributes  User attributes are the basis for how the target site makesuthorization decisions. In Shibboleth,
attributes are usually name/value pairs relevant to the sseh as:

e Role=Physics Student
e Name=Jane Smith
e Email=jane.smith@college.edu
Shibboleth also provides ftridden attributeselevant to the origin and target site, but not necessaritize¢ user. For

example, Dartmouth College may have a contractual agretemt#nthe Smithsonian Institute that allows Dartmouth
users to access it; thus Dartmouth must provide additioriatrination, such as a contract number.



SHAR: http://www.wisc.edu
URL: http://www.wisc.edu/*
ATTRIBUTES: Role='Student’, Name='John Doe’

Figure 3: Example of Shibboleth Wildcarded ARP

Attribute Release Policies. Shibboleth places a large emphasis on user privacy. HowBhénboleth target sites
are greedy and will try to obtain as many of the user’s atteébas possible. To balance access and privacy, Shibboleth
allows its users a choice in what information gets releaseulisthem and to which site. To achieve this balance,
Shibboleth lets each user haveAttribute Release Policy (ARP)

When the SHAR at the target site asks the AA at the origin sitaffimibutes for the user with a specific handle, the
AA retrieves that user's ARP and only releases attributesistent with that policy. Shibboleth ARPs consist of a list
of entries, each with three main fields:

1. Adestination SHAR name (e.$HAR=http://www.mit.edu )
2. Aresource URL (e.glJRL=http://www.mit.edu/ai/reconfiguring.jsp )

3. Alist of attributes that can be released to this SHAR and. (iRthe user has these attributes and the SHAR
wants them)

The SHAR is usually the website where the URL resides andiwists the resource.

As noted earlier, the origin site might have hidden attedsutsuch as a contract number, and an institution-specific
ARP to specify when they should be released. Thus, the AA mreayesto add additional attribute values into the
Attribute Response Message (or ARM) sent to the SHAR.

Since is not possible for a user and her institution to be @bf@ovide ARPs for every possible target resource on
the Internet, and every SHAR and URL pairing, ShibboletmperdefaultandwildcardedAPRs. Figure 3 shows an
example of of a wildcarded ARP that specifies that the valligeouser’s two attributes of Role and Name can be
release to any site that the user accesses at the Univefr§ifisconsin.

The Shibboleth standard requires that the AA must proviegesust the origin side a means by which they can specify
their Attribute Release Policies, This is usually done gsitisUI such as a web browser and enables the user to control
his own privacy. The downside, of course, is that a user'soehof ARP may not be proper to be able to grant him
access to a target resource. Due to this problem, it is oftefefable for the user to be aware of each site’s attribute
requirements, possibly shown on the interface.

The Problem. Shibboleth defines the basic structure and use of an ARP. toweow the AA retrieves a user’s
ARP is not part of the Shibboleth standard and is left opemterpretation. The user may have a single ARP or
multiple ARPs. They may be dispersed throughout the orgdioiz or they may be collected in one place. How the
user's ARP is retrieved, validated and enforced is left ®ithplementers. The Shibboleth draft [13] states:

AA implementers are free to support many different kinds &R with varying semantics as long as
the AA can efficiently process requests and determine tleet@fé policy to apply...Shibboleth doesn't
specify or constrain how an AA can answer these kinds of gqurest

In a typical HEI, the lines of administrative control arepissed—e.g., the user is one place; his our her department
office somewhere else; the college office yet a third placethEtmore, the structure of this distribution will vary
from user to user. In a typical HEI, it also likely that the dan procedure for attribute release will follow such
administrative lines. This leaves us the questions:



e How do we build an ARP system that permits, for each user, fRE 0 be easily resolved from the components
each of these various parties introduces?

e How do we build an ARP system that enables each such partysily eaild their local components?

Section 4 describes the PKI tool we used. Section 5 and $egiilescribe the system we built.

4 SPKI/SDSI: Lightweight Authorization PKI

To solve our distributed trust problem, the AA at the origite :ieeds to collect policy components created by many
other parties throughout the institution. This task leadsame challenges:

e How does the AA verify the authenticity of these componemtgipces by parties distributed throughout the
institution?

e How does the AA merge these components?

e How does the AA even find these components?

The technology of public-key cryptography is well-suitedthe first challenge—since parties distributed throughout
the institution are unlikely to be able to agree on a secrigirbband (nor to agree on anything else, for that matter).
To apply this technology to this problem, we looked at thds@wailable forpublic-key infrastructure (PKI)‘mech-
anisms for creating, distributing and using public keysI][2Typically, the main purpose of PKI is to specify how
names and attributes should be bound to public keys. UsB#llydoes this by using public key certificatea signed
statement binding something to a public key. Typically, iRKd, there are two types of certificates: igentity cer-
tificate usually binds a public key to a name; anthorization certificatéor attribute certificatg binds a public key to
something else, and signifies an authorization or privitegeis meaningful to the signer and some set of interpreters

4.1 X.509

Of the existing PKI tools in use toda},509has emerged as the common standard. X.509 usedification authority
(CA)to sign public-key certificates for entities in the systerhe3e CAs thus act asust rootsand verify that an entity
(usually a user) is the rightful holder of a particular patkey.

An X.509 principal is a user’s (allegedly) globally uniquistinguished name (DNAN X.509 certificate thus binds

a user’s DN to a public key to produce an identity certificaxe509 is based on a hierarchical global namespace;
designated Certification Authorities sign and issue cedtifis to X.509 users, and sometimes for each other. Trust is
established by examining a chain of certificates from a&di§IA's key to a user’s public key.

Recently,version 3of X.509 (X.509v3 has been released. X.509v3 contains support for expressirnbutes and
authorization, by permitting addition&ixtensiorfields for these items. Thus, an X.509v3 certificate may bind a
distinguished name to a public key and a set of attributes.

However, there are a number of problems with X.509 in genegglecially with regard to authorization and practical
deployment.

First, by binding a user's name to a public key and a set obatts all in one X.509v3 certificate, we immediately
compromise the user’s anonymity: without additional ceameasures, a user cannot prove they have a given attribute
without also revealing her identity (and the rest of heiilattes). Moreover, while a user’'s name is usually bound to
her public key for long periods of time, attributes are uluiabund to a user for short periods. Thus, if a user were to



want to change her attributes, we would need to revoke asdueiher identity. (This would be similar to re-issuing a
university ID card each time a student added or dropped a.tlas

To solve this problem, X.509 introduced a sepaedtebute certificate (AC)Typically, this certificate binds a subject’s
Distinguished Name to a set of attributes and is presentéiktoerifier of the subject’s attributes together with the
subject’s X.509 identity certificate. However, this apptoacurs the overhead of two X.509 certificates for convgyin

a subject’s attributes. Moreover, the principal of bothittentity Certificate and the Attribute certificate is a naing,

the entity that creates each certificate is different—thassilstem needs to ensure that both creators meant the same
thing by that name.

Another serious issue is the data format. X.509 certificateexpressed in thbstract Syntax Notation One (ASN.1)
standard. ASN.1 is not readable by (most) humans, and itplesity makes it difficult to program and work with.

A different complexity arises from the consideration tha09 gives to the potential multiplicity of CAs. In order to
attempt to characterize the information necessary foryanglparty to make a reasonable judgment about trusting a
CA's assertions, X.509 requires that a CA prepa@edificate Practice Statement (CPBat expresses the procedures
and rules that the CA follows. Different CAs can be flexiblespecifying their own rules, but the lack of a common
mechanism results in different CAs providing a differenteleof service and consequently a different trust level.
Moreover, a CA's CPS is specified in convoluted language leghl jargon that hardly anyone can understand (except
perhaps the CAs lawyers).

4.2 SPKI/SDSI

For all these reasons, a number of new PKI standards weregedp

In 1996, Ron Rivest and Butler Lampson at MIT designedSmaple Distributed Security Infrastructure (SDP]
with the main goal of facilitating “the building of securesadable, distributed computing systems” [7]. Around the
same time, Carl Ellison proposed tBample Public Key infrastructure (SPKB] to simplify authorization. In 1998,
these two proposals merged to form SPKI/SDSI.

One of the main goals of SPKI/SDSI is to provide flexible amgghtweight authorization—particularly in comparison
to X.509. Moreover, to avoid the ambiguity problems in glotemes, SPKI/SDSI is centered on public keys—since
a PKI principal always ends up needed to prove knowledgeeptivate key. SPKI/SDSI is egalitarian: no global
hierarchy or hierarchical infrastructure necessary. ¥pencipal is free to issue certificates to other individuarhis
also leads to scalability. As noted above, SPKI/SDSI iserent on keys, and dispenses with the notion of globally
unique names. A principal is free to use names, but theseqaraexplicitly part of that principall®cal namespace

SPKI/SDSI works by combining a public key with a set of attitéss to form arauthorization certificatéin contrast

to its counterpart, the X.509 attribute certificate thatia distinguished name to a public key). Figure 4 shows this
authorization triangld12]. SPKI/SDSI authorization certificates list the issaad subject (both identified via public
keys), atag field that carries the conveyed authorization, and validétes.

One of the other main advantages of SPKI/SDSI is its abibitgdelegate authorization easily. This is done using a
propagatebit in the authorization certificate. If this bit is set, thiém subject of this certificate can re-delegate the
permission or attributes he is given. Delegation is trargsitf Alice delegates to Bob (with permission to delegate
further) and Bob delegates to Carol, then in effect Alice delsgated to Carol.

SPKI/SDSI can also createame certificatedinding names to public key but they are not required for auitlation
decisions. The name is valid only for the local namespacédsansked by the principal only for personal identification
SPKI/SDSI name certificates list issuer and subject (baghtifled via public keys), identifier (the local name), and
validity dates. In SPKI/SDSI, a principal can also cregit@upsby issuing multiple name certificates—one for each
group member—with the same name and different subject kdysc@ncept of groups can also be used to create roles
for role-based authorization.
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Figure 4: SPKI/SDSI authorization triangle (derived froh2]).

SPKI/SDSI can implemerthreshold certificates/here authorization is a collective decisionkebf-n entities.

In SPKI/SDSI, arauthorization flowis a chain of valid certificates—authorization only, or auibation and name—
that specifies an authorization [7]. Ttrast rootof an authorization flow is the first principal in the chain wdtarted
the delegation process. Unlike X.509, this principal dogtsteed to be a distinguished CA.

SPKI/SDSI certificates usB-expressions‘human-readable ASCII representations” [25]. LISP-lIReexpressions
make it easy for humans to read a certificate and deduce itsinggan contrast to X.509 and ASN.1. Parsing
canonical S-expressions can take much less code size tsatgpASN.1 data; in one study [11], S-expression parsing
code takes 8 KB, while ASN.1 parsers take 50KB to 500KB,.

As noted earlier, SPKI/SDSI uses a tag-language to expragherézation information through large sets of strings or
S-expressions. Standard libraries may be written to iat¢rsertificate tags and deduce what an authorization chain
authorizes. On the other hand, because of X.509's gengradith developer is free to define an X.509v3 extension
format and then define how those attributes may be inteidedkus, each application using X.509 has to write a
separate X.509 chain-processing routine.

In contrast to X.509, SPKI/SDSI emphasizes short-livedifigates, rather tha@ertificate Revocation Lists (CRLS)

4.3 Choosing a Tool

SPKI/SDSI focuses on authorization, not authenticationthe Shibboleth model, the user is assumed to be already
authenticated when we retrieve the user’s relevant ARPsweMer, the focus now is on the user's ARP and his
authorization with respect to the target site resourcebl®heth does not specify how the user construct his ARP or
how the origin site resolves it.

A SPKI/SDSI-based PKI can make use of its egalitarian desighauthorization-centric approach to allow users and
their HEI to specify roles in which those users can partieifpa, and then to follow these authorization flows to resolve
the ARPs.



For all the reasons, SPKI/SDSI seemed a like good fit in thés-afalthough no one had yet examined its use in
Shibboleth. Section 5 and Section 6 describe our explaratio

5 SPADE Design

5.1 Overview

To address the attribute release problem in HEIs, we designd prototype@&PADE: SPKI/SDSI for Attribute Re-
lease Policies in a Distributed Environmer@PADE logically divides an institution or organizatioriardomainsthat
correspond to physical or structural divisions, such ageptaroups or academic departments. Each such domain
contains a group of users, as well as an administrator whioldites and manages trust for that domain.

SPADE uses SPKI/SDSI to establish and manage trust. The ecoaicept behind SPADE is that each party in an

organization uses signed SPKI/SDSI authorization ceatéig to specify an ARP component (in the tag field). SPADE
then acts as an extension of the Shibboleth Attribute AutthdAA). When standard requests for user attributes
come into the AA, they are redirected to SPADE which contwgelevant user domain and obtains the user's ARP
component. This ARP is combined with other ARP componerténdrganization by obtaining a chain of certificates

from the relevant domains of the organization, startindhwiite individual domain user and his administrator. The
ARP components (the tag fields in these certificates) aresetéed to derive the final ARP. By extending the AA

function in this way, this work does not involve modifyingygpart of the Shibboleth standard.

5.2 Users and Roles

In a higher education institution, users typically act ifess—e.g.faculty , assistant , or student —within
some organizational unit. In SPADE, we identify subjectsdigs bound to their public keys, via a SPKI/SDSI name
certificate created by the administrator of that user's doma

In typical settings, what a user does within a role dependgust on that user’s will, but also on local culture and
policy. SPADE needs to reflect this flow by letting a user aeheir own ARP component, to control what attributes
are released when the user acts in that role, but also bgdedtganizations establish ARP components that further
constrain what users can do in a given role.

This organization-level restriction can apply before adRP component is created. For example, consider the above
three roles, at a hypothetical college. The college maydeettiat, of these roles, onfgculty  andassistant

should be allowed to release their credit card number totfaihdith resources. This organization-level decision shoul
constrain what a user is actually allowed to do when she esdatr ARP in the first place (e.g. a user in the student
role should not be able to create an ARP that allows releaseedit card number).

Organization-level restrictions may need to apply dynathicas well. For example, suppose Alicdagulty , and
chose to allow her credit card number to be released. Two svieddr, her college’s security officer learns of credit
card fraud taking place &tacker.com —but suspects that the college users—including Alice—arewateof this
fraud. The security officer needs to be able to modify its ABRPBrevent any of its users’ credit card numbers from
going tohacker.com . Thus, even though Alice has been allowed to specify thatshgd like to release her credit
card number tdhacker.com , and she has indeed specified that, the security officer's grB¥ents the attribute from
going through to the site. A week later, the fraud has beesctted and taken care of ahdcker.com has assured
its users that it is safe to send personal information toiteeagiain. The college now modifies its ARP again to allow
all credit card numbers going taacker.com to be released once again. In the meantime, whether Alicesgsao
do so or not remains her personal choice.

This example gives only one level of organization; scersagixist for multiple levels as well.



5.3 Deriving Policy

SPADE derives attribute release policies by permittingheatevant party to create an authorization certificate ex-
pressing its ARP component as an S-expression in the tag diettthen combining the component policies from a
chain of certificates.

Admin ARP Certificates. We start by considering the input that an administrator. (¢hg “security officer” in the
above scenario) needs to have in creating ARPs.

e The admin needs to express different policy for differefitosdinate roles.

e For each such role, the admin may wish to confine the attsbsiieh a user may even choose to release to a
given site, when creating their policy. (E.g., above, theismdoriginally allowedfaculty  to choose to release
credit card numbers toacker.com .)

e For each such role, the admin may wish to prevent certaiibatts from being released to a given site—even if
that role’s policy permits that. (E.g., above, the admin tedrio temporarily preverfaculty  from releasing
credit card numbers toacker.com .)

e For each such role, the admin may wish to require that atafspecific to some agreement between that college
and some given site be passed on, without bothering the user.

To express this information, the admin creates a SPKI/SEB8Ificate whose issuer is the admin’s public key, and
whose subject is this subordinate role. Within the tag fithis certificate may contain three different lists of ARP
entries (e.g., tuples of a SHAR, URL, and attribute list)tfwat role.

e One list specifies theeleasable attribute¢rATTRIBUTES), which the user may choose to release when con-
structing his or her own policy.

¢ Another list specifies plaiattributes(ATTRIBUTES), which constrain what that role can release right now.

e The final list specifiehidden attributeghATTRIBUTES), which should be passed on without bothering the
user.

Since this certificate expresses rights and permissioresflafowing certificate, its propagate bit is set.
Figure 12 (discussed in further depth later) shows an exaofn admin ARP certificate.

The admin can split this specification across multiple fiedies: each for the same subject, but whose ARP entries
(for each type of attribute) discuss different SHAR-URLrpalf the admin partitions the specification into a certiféca
for rATTRIBUTES and one of the other two types, we call the formeisar templatand the latter éilter certificate

User ARP Certificates. An end-user wants to express what attributes she wisheketseeto a given site, when she
is acting in a specific role. To do this, she creates a selfesigSPKI/SDSI certificate (since she is speaking about
herself), that gives a list of ARP entries (tuples of a SHARLJandrATTRIBUTE list). TherATTRIBUTE field
refers to the attributes that the user chooses to release.

Users typically create one ARP cert to handle all their roBas, as with admin certs, the user can split this specifica-
tion across multiple certificates whose ARP entries disdifieerent SHAR-URL pairs.

A user’s role is bound to her public key by using the user's &RP cert, and the admin’s name certificate which
binds the role name to the user’s public key.

Figure 14 (discussed in further depth later) shows an exaofd user ARP certificate.
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Intersection. SPADE provides a tool for users to create user ARP certificated for the Shibboleth AA to derive an
ARP for a given user in a given role. Both processes involzeddrd SPKI/SDSI tag intersection over an authorization
flow of certificates.

When a user creates an ARP certificate for a role, SPADE letssdhieselect attributes from a list—but this list only
consists of the intersection of th@TTRIBUTE lists in the relevant admin certs.

When dynamically resolving an ARP for a user and role, SPADH ifitersects thATTRIBUTE ists in the relevant
admin certs to derive the list of attributes the admins aulydeel permissible, and then intersects that result with
rATTRIBUTE list in the user cert. SPADE also unions th&TTRIBUTES Iists in the relevant admin certs to derive
the list of hidden attributes that admins currently wish iwags be released, and unions that with the result of the
above intersection.

Attribute Values. As discussed in Section 3, full Shibboleth attributes csinsf a pair ofnameandvalue Our
policies discuss the attribute names only, not the valuesstare the full attribute in a database at the user’s domain.
Thus, we preserve confidentiality is even if outside usespeént the policies or certificates.

5.4 Domains

SPADE now has a way to derive policy along SPKI/SDSI auttadian flows, but we want these flows to follow the
decentralized organizational lines that arise in real atlowal institutions.

To do this, SPADE divides an organization into a number ofdally separablelomains representing sets of users
within some natural organizational unit—e.g., the “Hist@gpartment at Dartmouth.” In our initial prototype, we
assume these sets are disjoint, but the system could aldoas@long as each user-role pair resides in at most one
domain.

SPADE also gives each domailomain controllerthat retrieves the ARP certificates forming the authoraraflow
for a particular user in this domain. The SPABEad controllemaintains contact with all the domain controllers in
the HEI's SPADE infrastructure.

Domain Relationships. SPADE requires that the domains within an HEI be organizealset of trees.

e Each domain has at most one predecessor and any humber e$sors
¢ Within each tree, a unigusburce domairas no predecessor.
¢ A aleaf domairhas no successor.

e An intermediate domaihas at least one of each.

(We could easily extend from trees to more general direatgdli@ graphs.)

Domain organization follows the hierarchical structuréhef organization: the predecessor domain is the logical nex
higher domain in the organizational hierarchy; the suaredsmain is the logical next lower domain. For example, for
the “Arts and Science” domain at Dartmouth, the “Dartmoutbimain is its predecessor, and the “History Department”
and “Computer Science Department” are among its successors

Our ARP authorization flows follow this structure: startwgh the source domain; each domain then establishes a
cert that propagates ARP constraints to its successor.

11



Administrator Tasks. Each domain contains administratorand is uniquely identified by its administrator’s public
key.

The administrator is responsible for the following funaso

Establishing User Identity. The administrator obtains the public key of the user (pedfroffline) and then binds it
to the user’s name using a SPKI/SDSI Name certificate. (Btasliely for the purpose of identifying the owner
of the public key when using our SPADE GUI; is not used in atitation decisions.)

Creating Roles. The administrator creates domain roles and assigns ustrsrtousing the SPKI/SDSI mechanism
for creating groups. (Thus, authorization takes placedasghe user’s role, in the spirit &ole Based Access
Contro—RBAC)

Creating Admin ARP Certs. The administrator creates SPKI/SDSI Authorization Cesiés to constrain the ARPs
that SPADE derives for these roles and any successor domains

Establishing Inter-domain Trust Relationships. The administrator also manages the trust relationshipgdest his
domain and other domains at the HEI. (This structure is dised further below.)

A domain’s administrator is responsible for correctly itifing that domain’s predecessor and successors. (In fact
our prototype uses SPKI/SDSI certificates to express thgse )

User Tasks. Each user within a domain is responsible for creating hailiite Release Policies for different target
resources in Shibboleth. This is done via a user ARP cettfies discussed above.

5.5 Pultting it All Together

When SPADE-enhanced Shibboleth receives an AQM, it statts thve user’s ARP certificate and traces back the
the flow for that user. After SPADE verifies the signatures dedves the resultant ARP, it retrieves the requested
attributes—if the resultant ARP permits that—and returneittethe Attribute Authority in the usual Shibboleth way,
by embedding in a SAML ARM.

Figure 5 shows the entire process.

1. First, the Shibboleth Attribute Requester (SHAR) at drgét site contacts the Attribute Authority (AA) at the
origin site for the relevant user’s attributes. The SHARseashe AA the user handle, and the SHAR and URL
pair of the target resource that the user wishes to access.

2. The AA resolves the handle into the user name and publidtkeysing an HEl-issued X.509 Authentication
Certificate from the user’s browser) and passes this infoboman to the SPADE head controller together with
the SHAR and URL values for which the attribute values wegriested.

3. The head controller resolves the domain of the user anthcisnthe user’'s domain controller (DC). The head
controller, in effect, hands off the processing to the @B and waits for the attribute values. In this example,
the user is from the History Department.

Since the user specifies which of his many roles he is activghien he logs into the system, the DC knows
what role in which the user is acting and retrieves the grarptbat matches that role to that user’s public key

The user’s DC obtains the user’'s ARP certificate from the domiatabase. It also obtains the domain adminis-
trator’s filter for the user’s role.

4. The user’s DC, after checking the administrator’s datalfar the URL of the the predecessor domain, contacts
the predecessor’'s DC and requests its administrator’'s AdRiificate for this SHAR and URL. In this case, the
“History Department” predecessor domain is the “Arts ang&me” Domain.

12
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Figure 5: Example of SPADE attribute release.

5. The user’s DC then obtains the “Arts and Science” predecatomain from its database. (In this case, it's the
“Dartmouth” domain.) The user’s DC retrieves Dartmouthdmiin ARP for the “History Department” (and
this SHAR and URL). The user’s DC also stops retrieving iedties here because it knows that “Dartmouth”
is this HEI's source domain.

The user's DC then intersects the user's ARP, the “Historpddenent” ARP for that user’s role, the “Arts
and Science” ARP for the “History Department,” and the “Daotuth” ARP for “Arts and Sciences” to form
the resultant ARP. The values of the attribute names spédifithe resultant ARP are pulled from the user’s
database.

6. The user’s DC returns the user’s attribute values to td&Fhead controller.
7. The head controller in turn returns the attributes to the A

8. The AA, now using the Shibboleth specification, bundlesatiributes into SAML and sends them off to the
SHAR which decides whether or not the user gets access taripet resource.

6 SPADE Prototype

We have prototyped SPADE, and connected it to a Shibbolstldeployment at Dartmouth. As discussed above, our
SPADE prototype acts as an extension of the Shibbolethbiitei Authority (AA).

We have also implemented a web-based GUI that allows the asel domain administrators to log on and manage
their policies. An administrator uses the GUI to authorizevmusers in the system, create roles to which users may be
assigned, assign those roles, and create admin ARP cedrgtrain policies for users and subordinate domains. user
may use the GUI to create and modify her attribute releaseypol
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Our prototype uses Java, HTML, and Java Servlets. The catieided into three main parts:

SPKI/SDSI code. We started with thesdsi Java code developed by the Cryptography and Informatiomr8gc
Group at MIT [9]. This code is a GUI package designed to fariie users with SDSI operations such as
creating certificates and deriving authorization decisivam certificate chains.

Starting with this base, we made a number of modificationdif@dapproximately 1250 lines of code). As
part of this work, we stripped away the GUI code and addingérefunctions in relevant classes. We also
implemented a library to intersect SPKI/SDSI certificatgstdbased on the SPKI/SDSI standard [5]. This library
processes normal as well as special S-expressions such egldicarded(*) , (* range) , (* prefix)

and (* set) formats. We also wrote helper files to process SPADE-retepperations quickly, such as
obtaining the names of all roles in a domain by resolvingtharization certificates and name certificates.

Java Servlet code.The bulk of SPADE is our approximately 4000 lines of Java le¢mode. This component plugs
into the SPKI/SDSI code to create objects such as public, keyse certificates, and authorization certificates
and to verify certificate chains. It handles the web-based: Bullding dynamic web pages, processing user
input and interacting with the prototype databases (whietaatually file system directory hierarchies).

HTML code. SPADE also contains a small amount of HTML code to call anad@se servlets.

In our experimental setup, the entire code package anddiyduerarchy (approximately 5500 lines of code) sits on a
server, where it is plugged into a Shibboleth test club im@etation (Shibboleth v 0.8). The current code is available
for download ahttp://www.cs.dartmouth.edu/"nazareth/thesis/

Figure 6 through Figure 14 show some examples from our progot

For a domain administrator, one of the first tasks might bendefithe roles in that domain, and assigning users to
roles. Figure 6 shows the GUI for an admin to create SPKI/SiPp&lips and add users. Figure 7 shows an example
group certificate indicating group measurement, for a usacipal expressed as a public key; for convenience to the
administrator, Figure 8 shows an example name certificatdirg a local name to this public key.

Discussing an attribute release policy requires workinth @HAR-URL pairings, since Shibboleth organizes ARP
entries by these pairings. Figure 9 shows the GUI to creasetipairings. With roles and SHAR-URL pairings

established, Figure 10 then shows the GUI the administiaoruse to specify the various admin ARP certificate
components. The admin can include hidden attributes in fRE Bertificate which he or she can choose to tell the
user about. Figure 11 then shows the GUI that summarizesdiiwy,pand lets the administrator actually create the
certificate. Figure 12 shows an example of the resultindfioate.

On the user end, Figure 13 shows the GUI that lets the usetraoha user ARP certificate; the user can select a role,
and then, for the SHAR-URL pairings, can select the attabifrom the choice given by the admin certificates) the
attributes she wishes to release. Figure 14 shows an exarfriple resulting certificate.

7 Related Work

Shibboleth uses attribute release policy to protect useaqyr, SPADE uses SPKI/SDSI to provide a decentralized
way to manage them. In this section, we quickly review sorhermprincipal work in this general area.

TheOpen Profiling Standard (OP$}7, 18] employs a “personal profile” to let Web users spewifiat attributes they
wish to release. Unlike Shibboleth (which it preceded), @F&ws the content provider to write a user’s profile, and
requires modifications to the client browser.

ThePlatform for Privacy Preferences (P3BJoject [8] provides an XML-based way for content provid@nmsd other
Web entities) to describe their data collection practisesthat users can make informed privacy judgments before
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Figure 6: The SPADE GUI that let the domain administratoat#ge@and manage roles.

(cert
(issuer
(name
(public-key
(rsa-pkcs1-md5
(e #010001#)
(n
|AMh8A5+uINNrESIHIW2Gk1Uf4kthKnWnjNyg8wXNJIXPaEXax/D  PTNTMDuUC
ZRVyFGohugr87VAR4ZFU990kIWeryPwKsXjwyHr7Bq1lK61+nOHB yRNhZKBFj
gajpreByRwIV+wV908WPIVKMvIgTpcMF6rCKfU3f5M20ROpJ1Z  VZ|)))
CS104S03))
(subject
(public-key
(rsa-pkcs1-md5
(e #010001#)
(n
|AKIZRHmMbYtOljedSUwph3JIxK790zEEuPIZmmEToghUratcj6pp 9TzLO7NGWUT
XTKAFT559IM8QUOP6t3FV/uylO3MTZJrFcUaigs1I9liwFpl5Ky JisURaDzsf6
UCHUiX+HIHWTpI2+x6rwy6FXUuRrWKxyAmQOul38JviSMcJrd|) ))
(valid
(not-before "2003-01-01_00:00:00")
(not-after "2004-01-01_00:00:00")))

Figure 7: SPADE might use a SPKI/SDSI group certificate Iiks to indicate that the domain matching first public
key says that the user matching the second public key can 8w €S104S03 role.
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(cert
(issuer
(name
(public-key
(rsa-pkcs1l-md5
(e #010001#)
(n
|AMh8A5+uINNrESIHIW2Gk1Uf4kthKnWnjNyg8wXNJIXPaEXax/D  PTNTMDuUC
ZRVyFGohugr87VAR4ZFU990kIWeryPwKsXjwyHr7Bq1K61+n0HB yRNhZkBFj
gajpreByRwOV+fwV9O8WPIVKMvIgTpcMF6rCKfU3f5SM20R0OpJ1Z VZ|)))
Alice))
(subject
(public-key
(rsa-pkcs1l-md5
(e #010001#)

(n
JAKIZRHmMb9tOljedSUwph3JIxK790zEEUPIZmmEToghUratcj6pp 9TzLO7NGWUT

XTKdFT559IM8QUOP6t3FV/uylO3MTZJrFcUaigs119liwFpl5Ky JisURaDzsf6
UCHUiX+HHWTpI2+x6rwy6 FXUuRrWKxyAmQOul38JviSMcJrd|) )

(valid
(not-before "2003-01-01_00:00:00")
(not-after "2004-01-01_00:00:00")))

Figure 8: SPADE might use a SPKI/SDSI name certificate like tiindicate that the domain matching first public
key says that the user matching the second public key halsrianze “Alice.”
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Figure 9: The SPADE GUI that enables creation of SHAR-URLipgs, to be used in ARP certificate construction.
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Figure 10: The SPADE GUI that lets the domain administratmstruct entries for an admin ARP certificate.
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Figure 11: The SPADE GUI that summarizes the policy an a domaministrator has created, and lets them go ahead
and create the actual certificate.
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(cert
(issuer
(public-key
(rsa-pkcs1l-md5
(e #010001#)
(n
|AMh8A5+uINNrESIHIW2Gk1Uf4kthKnWnjNyg8wXNJIXPaEXax/D  PTNTMDuUCZR
VyFGohuqr87VAR4ZFU990kIWeryPwKsXjwyHr7BqlK61+nOHBYR NhZkBFjqajp
reByRw9V+wV908WPIVKkMvIgTpcMF6rCKfU3f5SM20R0OpJ1ZVZ|) )))
(subject
(name
(public-key
(rsa-pkcs1-md5
(e #010001#)
(n
|AMh8A5+uINNrESIHIW2Gk1Uf4kthKnWnjNyg8wXNJIXPaEXax/D  PTNTMDuUC
ZRVyFGohuqr87VAR4ZFU990kIWeryPwKsXjwyHr7Bq1K61+nOHB yRNhZkBFj
gajpreByRwOV+wV9O8WPIVKMvIgTpcMF6rCKfU3f5M20R0OpJ1Z VZ])))
CS104S03))
(propagate)
(tag
(adminARP
(ROLE
(CS104S03)
(SHAR
(http://www.dartmouth.edu)
(URL
(http://www.dartmouth.edu/cs)
(rATTRIBUTES (CreditCardNo DOB Email)
(hATTRIBUTES (contract_number)
(ATTRIBUTES (DOB Email)))))))))
(valid
(not-before "2003-01-01_00:00:00")
(not-after "2004-01-01_00:00:00")))

Figure 12: This example SPADE admin ARP certificate showsattréoutes &a£S104S03 user can choose to put in
her ARP (ATTRIBUTES), can currently releaséA{ TRIBUTES), and the hidden attributehATTRIBUTES) that
are released without bothering the user.
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Figure 13: The SPADE GUI that enables the user to create aAlRRrcertificate for a role, based on the constraints
established by the administrators above her. (In this dhsereleasable attributes are the same for each SHA-URL

pair.)

(cert
(issuer
(public-key
(rsa-pkcs1l-md5
(e #010001#)
(n
|AKIZRHMbYtOljedSUwph3JIxK790zEEuUPIZmmEToghUratcj6pp 9TzLO7TNGWUT
XTKAFT559IM8QUOP6t3FV/uylO3MTZJrFcUaigs1I9liwFpl5Ky JisURaDzsf6
UCHUIX+HHWTpI2+x6rwy6FXUuRrWKxyAmQOul38JviSMcJrd|) ))
(subject
(public-key
(rsa-pkcs1l-md5
(e #010001#)
(n
JAKIZRHmMb9tOljedSUwph3JIxK790zEEUPIZmmEToghUratcj6pp 9TzLO7NGWUT
XTKdFT559IM8QUOP6t3FV/uylO3MTZJrFcUaigs119liwFpl5Ky JisURaDzsf6
UCHUiX+HHWTpI2+x6rwy6FXUuRrWKxyAmQOul38JviSMcJrd|) )
(propagate)
(tag
(userARP
(ROLE
(CS104S03)
(SHAR
(http://www.dartmouth.edu)
(URL
(http://www.dartmouth.edu/cs)
(rATTRIBUTES (CreditCardN0)))))))
(valid
(not-before "2003-01-01_00:00:00")
(not-after "2004-01-01_00:00:00")))

Figure 14: This example SPADE user ARP certificate shows thatuser with this public key permits her
CreditCardNo to be released to this SHAR-URL pair, when she acts in theafoeé5104S03.
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interacting. Users must use a browser that is aware of P38ypohndidates include Microsoft's IE (version 6 and
later) [23] as well as th€rivacy Birdplug-in (www.privacybird.com ).

The eXtensible Access Control Markup Language (XACIMY]J is an XML-based language for expressing a user’s
security policies and involves authorization for resoarcACML supports fine-grained authorization control and
RBAC. However, XACML is only a language for specifying padis and how to combine them to deduce autho-
rization. XACML does not define a policy-based infrastruetunor does it cover policy dissemination, retrieval,
enforcement and administration. Although it is not partred Shibboleth specification, XACML could be used to
specify a Shibboleth ARP. (Subsequent to our SPADE workchat al [22] have briefly explored the XACML ap-
proach as part of a large exploration of XACML-based accessral, the “inherent semantic complexity” contrasts
with the simpler SPADE approach.)

Like XACML, the Security Assertion Markup Language (SANILS] is another XML-based OASIS initiative. SAML
provides a way to exchange information about user authadidit, authorization and attributes between online sites.
Unlike XACML, SAML makes no effort at privacy or policy spéiciation. As we have discussed, SAML is used in
Shibboleth to carry user attributes between the originasitbthe target site.

IBM's Enterprise Privacy Authorization Language (EPARY] is an XML-based model for “enterprise-internal pri-
vacy policies.” However, unlike Shibboleth and SPADE, ERfdes not permit end subjects to manipulate policy.

The work of Blaze et al [4, 2] definedust managemergs “a unified approach to specifying and interpreting sécuri
policies, credentials, and relationships that allowsdlieaithorization of security-critical actions.” Trust nz@ment
systems handle security policies, authentication as vaekuhorization. An integral and central part of a Trust
Management system is the compliance checker. A requestlicy pmd a set of credentials (usually a public key
certificate) are input to compliance checker which answges™ “no”, depending on whether the credentials and
request complies with the policy. PolicyMaker [2] and Key&l{3] are two examples of Trust Management systems.
PolicyMaker expresses authorization policies and trufgrdace policies through assertions in a “safe” language;
KeyNote was designed according to the same principles &yRtaker, using credentials that directly authorize based
on a public key. Two additional design goals for KeyNote waendardization and aiding the ease of integration into
applications.

The Distributed Trust Management Systemnthe University of Maryland, Baltimore County [20] useghts and
delegations with certificates to create a trust managemgtéra. This infrastructure uses X.509 certificates and
Prolog policies to enforce security. (SPADE, which uses BBBSI, possesses many of the properties of a Distributed
Trust Management system such as delegation and authorizati

IBM’s Trust Establishment Framework (TEE)9] maps the subject of a certificate to a role, based on thiicate
and policy. Like SPADE, the IBM TEF supports decentralizedt structures “mirroring the real world.” TEF uses
X.509 Attribute Certificates, and uses an XML-baserbt policy language.

Chadwick’sPrivilege Management Infrastructure (PMI§] looks at authorization in the same hierarchical spisit a
X.509 identity: “a PMI is to authorization what a PKI is to hantication.” HisPERMISsystem is the primary
example of an X.509-based PMI (although PERMIS also auiteges and thus could be also be considered a Trust
Management System). SPADE can be thought of as a SPKI/SD&HRBINg SPKI/SDSI authorization certificates
instead of X.509 attribute certificates. Like PERMIS, SPAB®beds the policy in the certificate. However, unlike
PERMIS, we use S-expressions and the standard SPKI/SDsSinstgad of an XML-based policy.

PolicyMaker, KeyNote and PERMIS are trust management systéat include a policy model. In contraBpn-
der[10] and theSimple Policy Control Protocol (SPOCP)6] are policy models without a trust management system.
Ponder is an object-oriented language that can specifydamtirity policies and management policies. SPOCP can be
thought of as a policy engine that tests if an authorizatezjuest from a client ought to be allowed or not, given a set
of policies. SPOCP uses S-expressions to specify queriepdalities.
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8 Conclusions and Future Work

The principal goal of SPADE is to show the viability and effeeness of using SPKI/SDSI as a basis for a distributed
trust system for specifying and conveying policies for @iblibraries—particularly in institutes of higher educuati
where separate fiefdoms make public key technology prdfetalshared secrets or central servers, but where disparate
local hierarchy makes traditional PKI in appropriate.

SPADE uses SPKI/SDSI certificates to delegate authoritytamadanage policies in an organization. SPADE allows
user to define and create their own ARPs, specific to theimizgtional assigned role in that Domain. SPADE allows
other Domains in the organization to exert their influencéhenindividual user's ARP and to thus base the final ARP
on the intersecion of these ARPs.

As a sociologist colleague observed [1]:

SPADE is able to capture the necessary features of most ofmadganization (hierarchical structure)
and the benefits of hierarchy, without also capturing theséosgative aspects of hierarchy. This is very
cool

Future work includes trying the system in pilot populatioas well as extending this approach to decentralized trust
management to other arenas in Shibboleth (such as attalogptance policies, at the content provider) and else-
where. The issues of the "timeliness” or "freshness” of SBRISI certs must also be researched in more detail.
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