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Abstract

As multiple types of traffic converge onto one network (freqlly wireless), enterprises face a trade-
off between effectiveness and security. Some types of dradfich assoice-over-IP (VolP) require
certainquality of service (QoSjuarantees to be effective. The end client platform is inbibst posi-
tion to know which packets deserve this special handlingnémy environments (such as universities),
end users relish having control over their own machines. édew if end users administer their own
machines, nothing stops dishonest ones from marking undegetraffic for high QoS. How can an
enterprise ensure that only appropriate traffic receivgs QioS, while also allowing end users to retain
control over their own machines?

In this paper, we present the design and prototype of a salutising SELinux, TCPA/TCG hard-
ware, Diffserv, 802.1x, and EAP-TLS.

1 Introduction

Many enterprise IT infrastructures are experiencing “convergéhugreasingly many types of information
services—such as telephony and multimedia—are moving onto users’ gpagrase computers, and onto
the network. Indeed, our university has already migrated to VoIP, kg ppo run only one network in new
dormitories, instead of three (intranet, telephone, and cable TV).

However, in order to provide acceptable performance, some of thedieajons require the network to
ensure higher minimal QoS for their traffic. In a large campus environmédtiit users, occasionally unco-
operative, who value individual and departmental autonomy over theinimes; this situation creates a set
of challenges.

1. The network and the user machines need to conspire together to greduraffic from appropriate
applications receives the appropriate quality of service.

2. Rogue users, even with root access to their own machines, shoue abie to steal high QoS for
traffic from applications that do not merit it.

3. The users need to otherwise retain the control over their own machingsscto they are accustomed.



Quality of Service Quality of Service (Qo0S) is a concept of how “good” offered netwaglgervices are.
QoS can be characterized by a number of specific parameters, rangimdpiv-level parameters, such as
packet loss and guaranteed bandwidth, to end-to-end notions, saacmoasit of delay and jitteiDelayis
how long it takes to send information from one end node to anofiger describes the variance of delay
when sending multiple packets. A packet can be lost when collision occwken router’s routing queue
is exhausted, resulting increased delay or jitter.

Specific applications may have specific QoS needs. For example, a multimedaknapplication might
need to reconstruct audio and video signals from a stream of packeteives. If the application experi-
ences delay, it gives a half-duplex feel to the users. If it expergjiiter, the audio and video signals get
interrupted causing distortion and unintelligible audio.

QoS architectures can provide QoS in terms of guaranteed servicesepenliiated services. Guaranteed
services can guarantee certain QoS for a network application. Theswark application can request the
minimal delay, jitter, packet loss for its traffic to the network. When using iifigated services, a network

application can have the network routers treat its traffic with special priofiitye routers may expedite

the forwarding of the application’s packets or assure that the applicatatkets do not get dropped.
Differentiated services, however, do not make any guarantees on QoS

Two networking architectures dominate current practice for @ifferentiated Services (Diffser{}0, 31,
21,23,14,12,9, 19, 4, 3, 9] is an example of differentiated sericesntrast)ntegrated Services (Intserv)
[6, 5, 37, 38, 45, 44, 36, 15] offers guaranteed services. Whitein gives the network more control over
which application can be given specific QoS, Diffserv’s approach i®rsionple and scalable.

Theft However, when Bob authorizes Alice to use his QoS-enabled networkahts to make sure that
Alice does not abuse the QoS architecture. For example, Bob may warfbtoethat Alice’s peer-to-peer
file sharing traffic, which Alice modified to resemble VoIP traffic, does ru@ird the network resources that
other user’s VoIP traffic needs. To guard against this kintheft of Qo$Bob would set up &0S policy
that dictates what level of QoS that Alice’s applications should receive.

Current QoS networking architectures enforce their QoS policies abtliers or gateways. These inspect
the packets themselves, to determine which deserve higher QoS. Routegataways, however, cannot
gather enough information from packet inspection to identify which applicaidhe end nodes generated
the packets—especially when the end nodes can shape their low prioffity toaéippear as high priority
traffic. Routers and gateways may attempt to use information in the packetdwdra address, IP address,
port number, application protocol number, length of the data, identifialiterpa in the data. However,
many existing techniques, such as MAC address spoofing and IP adgi@sing, can easily change these
values and bypass QoS policy enforcement at the router or gateway.

The Problem Standard QoS networking architectures thus require that the networkdsstie application-
labeling information that end nodes put on packets—except the rod osesome end nodes may wish to
cheat. We need a way to ensure that the network can believe this informagigpite such adversaries,
while still providing users with open computing environments.

Our Solution In this project, we provide a solution to this problem using trusted computirtyJaae now
becoming commercially ubiquitous. To gain access to the network, an endmaterove knowledge of
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a private key. A kernel-level module at the end node can use this pkiegte-and also is responsible for
marking the QoS level on packets. When operating correctly, this moduleoldivf the enterprise’s QoS
policy. Integrating measurements of the operating environment for this modolarnon-boardrusted
platform module (TPMgnsures (for some level of adversary) that the module can use tlaepkizy only
when it is operating correctly. Building this in Linux permits users to otherwsse freedom in configuring
their machines; using the NSA's SELinux variant further protects agaiaBtious users with root access.

This project builds on the previous Enforcer Linux and SELinux prd@2t28, 16], and uses the 1.1b TPM
from the Trusted Computing Group (TCGjormerly the Trusted Computing Platform Alliance, TCPA
[41, 40].

This Paper Section 2 reviews the building blocks of our design. Section 3 describesveoput these
pieces together and presents the big picture of the proposed system.nSedigcusses our prototype
and presents some performance measurements. Section 5 providesty aealysis. Section 6 discusses
related work. Section 7 concludes with some directions for future work.

2 Building Blocks

2.1 The Diffserv Architecture

We need a network architecture to provide quality of service.

Differentiated Services (Diffserv) [10] is a QoS architecture that categs network traffic into QoS classes
so that traffic of a higher priority class receives better QoS than thectthét belongs to a lower priority
class. Diffserv appears to be the QoS architecture most widely usedciicpra

Diffserv consists of following components: packet classification, pacierking andper hop behavior
(PHB) enforcement. In Diffserv, network QoS policies divide network traffito idifferent QoS classes.
The Differentiated Services Code Point (DSCR)ue in theDifferentiated Services (DSjeld* in the IP
header is used to classify a packet. The network specifies what typackéts belong to which class
and maps the classes to different DSCPs (packet classfication).ss$ngeéwork nodes, such as border
routers and gateways, inspect packets and mark the DSCP of eaa packrding to the QoS policy of
the network (packet marking). Other routers of the network then handlpabket according to the QoS
level associated with the DSCP value of the packet (PHB enforcemenB nit¢hanisms, such assured
forwarding(AF)[21] andexpedited forwarding (EFR3], are used to provide better QoS to the traffic with
higher priority.

As we discussed in Section 1, because the ingress network nodes kiwomotvhich application is issuing
the packets, they must rely on the information within the header of eachtpabka they classify and
mark the packets. This limitation hinders the network administrator from makingglitation-level QoS
policy. Once the attacker figures out the packet-level QoS policy, thekattaan form low-priority packets
to resemble high priority packets to bypass the QoS policy enforcement.idgiee E.

Thus, it is desirable to move classification and marking to the end nodes tlolatgerthe packets, where we
know which applications are issuing the packets. Then we can have mergréimed, application-based

1The DS field supercedes the IPv4 Type of Service octet and the IRfficTClassifier octet.



End Node 1

IP: 10.0.0.2
Ingress Network Node Real MAC: 11:11:11:11:11:11

Using a modified driver

Spoofed MAC: 00:04:11:11:11:11
Diffserv Policy

class Platinum

source IP: 129.170.111.xxx

dest port: 5004 x

layer 3 protocol: UDP

application protocol: RTP

End Node 2

class Gold )

DSCP: 10 IP: 129.170.111.1

source IP: 10.0.0.xxx

source MAC: 00:04:XX:XX:XX:XX Hacked

P2P File Sharing

class default | o

DSCP: 0 < Web Browser

I

VolP

Figure 1: In Diffserv, because the ingress network node does not knbat\&pplication issued the packets, its
classification of traffic is based on packet inspection. Hmkepacket inspection does not offer any control over
what applications are allowed in the network. Thus, End Nbdan get all its packets—including the ones issued by
malwares in its machine—classified “Gold” by using a modifiedwork hardware driver that can spoof the source
MAC address. Furthermore, End Node 2 can get all of its pegeer file sharing traffic marked “Premium” by
hacking the program to modify the packets to resemble Vafidr which often uses RTP protocol and destination
port 5004.

QoS policy. However, this approach works only if we can guaranteeathttie end nodes will obey the
network QoS policy when marking the DSCP field of the packets. We candereuch guarantees using
trusted computing.

2.2 TCG Hardware

We need a way for the network to be able to trust the QoS labeling carriexhartd nodes.

Trusted computing tries to answer the the following question: how can Alicedomsputation that occurs

in Bob’s computer? The TCG has come up with an answer for generabgeigomputing platforms that
targets a tradeoff between affordability and security. In the TCG desigrysted Platform Module [41, 40]
measures and attests the configuration of Bob’s computer to Alice. The @RIdrovide further assistance

in security protocols by providingealed storagéhat binds data (such as private or secret keys) to a specific
configuration of Bob’s computer.

In the PC implementation, the TPM is mounted on the motherboard and (in cartefléaving with boot-
strap) measures the host machine’s hardware and software cotifigumasixteenplatform configuration
registers (PCRsin the form of SHA-1 digests, loaded in a one-way format. The first ei@iR®are filled



with hashes of BIOS, hardware configurations, ROM, the bootloadiitartonfiguration. The usage of
the other eight PCRs is up to OS and application designers, and may be usedrtbthe configuration of
the applications and drivers. As noted earlier, the TPM can also sedtelatto the system configuration,
as represented by a suite of specific PCR values. If a data item is an R@&fepgey, the TPM can also
be configured to never unseal it—but rather only perform the RSAafarikey operation when the system
configuration is appropriate.

The 1.1b TPM has been shipping on many IBM platforms for several ygark2 version has been an-
nounced, but (at the time of our experiments) was not yet available.

Whether or not one agrees with the TCPA/TCG architecture or some of itstdteommercial applications,

two facts remain. This hardware is becoming commercially ubiquitous, soialfdeployment base exists
if one wants to build a trusted computing application. Also, the specificationsdorfMs are public, so

onecanbuild to it.

2.3 The Enforcer LSM

We need a way for the end node OS to actually work with the TPM.

The TCG has specified BCG Software Stack (TS@nd an open-source implementation of this recently
became available [32]. Marchesini et al. also provided an openadbagration of the TPM with Linux,
independent of the TSS [29]. Sailer et al. presented a design extehdii@S approach to the application
layer in Linux [35].

For our experiments, we chose the Enforcer platform [16].

The TPM architecture binds data to host configuration. Standard Pd€@eksuthentication and authorization
systems use a keypair, whose private key belongs to that entity and phiolée key has been certified by
some authority. Using such a scheme in a TPM-equipped host naturallgstaggsing the TPM to bind
this private key to the host configuration. The configuration of the hoshimea, however, may change
frequently as a trivial file is changed. Does such a change presenitfinal entity, or not? If so, do
rebind the secret somehow, or must the host make another trip to the CA?

The Enforcer architecture solves the problem by separating the cratfiguof a host machine into three
levels: long-lived kernel and hardware configuration, medium-livéthvsoe, and short-lived operational
data.

The Enforcer software includes modified boot code ahihax Security Module (LSMJ-or PKI-based host
authentication, the Enforcer uses the TPM to tie the use of the RSA priwate &&nown, trusted long-lived
configuration of the host machine through the use of PCRs. Figure 2 itiestize long-lived configuration
of the host machine reported by the PCRs. During the boot-up of the hedBGRs are populated with
with measurements reflecting the hardware configuration, and key sefsuah as BIOS, the kernel, and
the Enforcer code. If the PCRs matches the known configuration, théfPtilemakes secrets available to
the Enforcer for that boot cycle. One of these secrets is a privatenltghing a public key that has been
certified in an X.509 identity certificate isssued for this machine.

For medium-lived software and files, a rem@&ecurity Admirissues a signed policy which describes a
file structure that it believes to be trustworthy. The Enforcer, at the hagjrof each boot cycle, checks
the signature of the Security Admin’s policy and loads the policy into the memorgrévent from using a



PCR O Hardware
PCR ] configuration
Option
PCR 2 RoMS
configuratio:
PCR 4 TCPA-enabled d
lilo (first.b)

PCR S5

PCR 6 Bootloader
PCR 7
PCR 8

PCR 9

PCR 10

PCR 14 (free)
PCR 15 (free)

Figure 2: Enforcer’s long-lived configuration. The TPM reports thefiguration of hardwares, BIOS, ROMS, and
the bootloader in the first 8 PCRs. The Enforcer uses PCRst8+&port the configuration of the rest of the long-lived
components.

forged policy, the Security Admin’s public key is hashed in a PCR and isop#re long-lived configuration,
so if an attacker tries to modify the public key file, the secret bound the loag-tenfiguration becomes
not accessible. At run time, the Enforcer intercepts relevant syscatlsitmyfiles and checks them against
this policy.

Finally, the short-lived operational data is protected through the useeari@ypted loopback filesystem. If
tamper is detected in the long-lived or medium-lived configuration, the Emfasn unmount the filesystem
and deny the access to the secret necessary to decrypt the data.

Marchesini et al. [29] showed that the Enforcer platform can be psatéct the integrity of SSL server to
give higher level of assurance to its customer that the private key is watqied. In their implementation,
Apache Web server’s private key is bound to the long-lived conftguranf the Enforcer platform and is
certified by the CA that vouches for the Enforcer kernel. The Enfaeaéorces the medium-lived config-
uration of Apache, necessary scripts, and libraries through the uke Security Admin’s policy. Finally,
operational data is kept in the encrypted loopback filesystem.

2.4 Adding SELinux

We need a way to protect against malicious root users.

Even with TCG hardware, the superuser in the traditional Unix/Linux accestrol model can nullify the
binding between the configuration and the secret. For example, the sapean use a debugger to read
the memory location where the secret is loaded after it is released from te TidPsolve this problem,
Marchesini et al., in their later work [28] adde&Ecurity Enhanced Linux (SELinutg the Enforcer to



providesoftware compartments limit the superuser. SELinux [27, 26] is a Flask-based operating system
that offersmandatory role-based access contiol the mandatory role-based access control model, a policy
assigns roles to subjects—processes and users—and types to objeateryriueations, devices, files and
sockets—and then describes how the subjects in each role can accebgetite in each type. Using the
mandatory role-based access control policy, SELinux can confirreaggatication to its own compartment

of objects calleddomain Separating objects in the system into separate domains can, thus, pghevent
superuser from spying on arbitrary memory location of the domain wherge# dot have permission to
read memory.

3 Putting the Building Blocks Together

TCG hardware with Enforcer and SELinux provides a practical way td bigecret to trustworthy kernel-
level code, which in turn can use a host-specific private key only whemetst of the machine abides by
some policy schema. In the SSL example, the Enforcer will not export thep8&te key outside the use
of Apache web server, and ensures that the server can use it oatyitis configured according to the latest
safety guidelines and the Web content is suitably guarded by the OS.

We can use a similar approach to solve the QoS theft problem. We chooselardt®KI scheme to require
authorization for network access. We set up the trusted module at theodadaknow the host’'s secret—
and also to ensure that packets exiting the machine into the secure tunmelréesl correctly according to
the network’s QoS policy.

3.1 Distributed Packet Marking

We introduce an additional remote party called@®S Adminwho, similar to the Security Admin, issues a
signed policy. This policy maps each network application to a DSCP. Duringéiohine’s bootup process,
the QoS Admin’s public key is also loaded into the PCR along with the Security Admutlic key, and
the policy’s signature is verified when the Enforcer loads the policy. Té® &dmin may need to consult
the Security Admin policy when creating the QoS policy, since what an applicdbes when executed
can depend on other aspects of the system configuration besides the Bidditionally, by granting an
application the right to use a high QoS, the QoS Admin may also be granting thiettafgor ked children.

Figure 3(a) describes how our kernel-level code can correctly igeti&# mapping between the packets
and network applications. We added socket hooks to the Enforcer/@ELBM so that when an INET or
INET6 type sockets are created, it records the socket’s inode nuthkgurogram that created it, and the
DSCP for the program in the QoS Admin’s policy. The hook verifies thattbgram is listed in the Security
Admin’s policy and looks up the QoS Admin’s policy for the hash of the progead the corresponding
DSCP. If the program is not in the Security Admin’s policy, the socket is@odrded and all the packets
issued from the socket will be dropped. Moreover, if the DSCP for thgnam is not specified in the policy,
the packets from the socket will be assigned the default DSCP and waivesbest-of-effort service from
the routers.

Figure 3(b) shows how we use the recorded socket inode and DS@#teamark the outgoing packets.
Packet marking happens at a POSTROUTING Netfilter hook [34] in theckéP stack to capture all out-
going packets at the IP layer just before it is sent to the network d(Metfilteris firewall utility integrated



App X calls socket syscall

Is App X in
Security Admin's database?

No

No
Record
(socket inode, X, default DSCP)

(a) Socket hooks.

Is App X
found in Network Admin's

database?
Record
(socket inode, X, DSCP)

Outgoing packet enters
the IP layer

Is the packet
coming from a recorded

Modify the packet's DSCP Drop the packet
to the recorded value

(b) Marking DSCP.

socket?

Figure 3: Socket and Netfilter Hooks. (a) We added hooks to socket kysaaap socket inode numbers to programs.
We then use this mapping to identify which programs are mgguihich packets. If the socket is created by a program
that is not listed in the Security Admin’s policy, the hookedanot record the socket inode; all the packets issued from
such a socket to get dropped at the kernel IP stack. The heoKiatls the DSCP for the program in the QoS Admin’s
policy and records this value along with the socket’s inodmber. If the QoS Admin’s policy does not include the
program, then the hook records the default DSCP. (b) TheltéetROSTROUTING hook at the kernel IP stack uses
the recorded socket inode and DSCP values to mark the DS fithd &P packet before the packet is sent to the device
driver. If the hook does not recognize the socket inode, themacket is dropped.



in the Linux kernels since version 2.4.) The Netfilter hook looks up the $ackde where the packet is
coming from. If the socket is recorded, then it modifies the packet's DM with the recorded DSCP.
If the socket is not recorded, then the hook drops the packet.

3.2 Network Authorization

To restrict network access only to machines with trustworthy QoS markinggjseExtensible Authen-
tication Protocol-Transport Layer Security (EAP-TL&ent authentication [1] for network authorization.
EAP-TLS is a PKIl-based authentication method for 802.1x port-basegscontrol. In EAP-TLS authen-
tication, the client holds a keypair and a certificate that is signed by a CA th@metrusts. The client
gains the access by proving to the network’s authentication server tindddge of his private key.

3.3 Big Picture

Figure 5 (appended after the paper) shows how the components ofsteimsfit together. In our approach,
the client’s platform generates an RSA keypair and binds the private ké tong-lived configuration of
the platform. An enterprise CA certifies the public key and issues a certifioathing for the long-lived
configuration of the client’s platform.

In our current design, the private key file of the platform lives in thegrted loopback filesystem, which is
only accessible when the Enforcer is in the configuration that the priegteslbound to. The Enforcer and
SELinux limits the access to the key only to the 802.1x supplicant programakatribt export the key or
make visible to other processes. The Enforcer also detects integrityehtmthe medium-lived software
using the Security Admin’s Policy.

During EAP-TLS authentication, the authentication server verifies thaethiéicate is signed by the enter-
prise CA and that the client has the knowledge of the private key. Frose tiwe facts, the authentication
server can deduce that the client is in a “good” configuration, in whiclEttfercer/SELinux will mark the
packets according to the QoS Admin’s policy. Figure 4 shows the resulttugigefunctionality.

The power of our design lies in the non-restrictiveness of the appr@aahusage of the Enforcer/SELinux
LSM allows Alice to have the freedom to administer her platform and add/reapplecations as she wishes.
The only restriction is that, should Alice want non-default network Qo8 rseds to install an application
that has been approved by the QoS Admin, in a configuration blessed [8ethgity Admin. SELinux
compartmentalization will help here. Alice also cannot load arbitrary kernduies (in the current archi-
tecture), since that could compromise the packet marking.

4 Prototype Implementation and Performance

We implemented our design on an IBM Thinkpad T40 with Pentium M 1.3GHz, B8M, TPM 1.1b,
and Intel Wireless Pro 2100 device, running Linux kernel 2.6.11 with tirapatch [30] and Debian testing
distribution. This Thinkpad came pre-installed with a 1.1b TPM, and the kemelsed included the driver
for the TPM. We also useldi bt pm 2. 0 from IBM [25] as the TPM library code. For SELinux libraries
and utilities, we used Russell Coker’'s SELinux Debian packages [18]us®¥d the experimental Enforcer
LSM patch that works with the SELinux LSM.



End Node 1

App-based Diffserv Policy 1P:10.0.0.2
Real MAC: 11:11:11:11:11:11
class Platinum Spoofed MAC: 00:04:11:11:11:11
DSCP: 46

VoIP

. . . P2P File Sharing
It cannot access Multimedia streaming

the authentication private key lass Gold
because the TPM detected class Lo
tampering of the kernel or DSCP: 10
network hardware driver SSH
Web Browser
class blacklist
Drop

class blacklist
DSCP: 0

MEAN

Ingress Network Node

End Node 2
App-based Diffserv Policy 1P 12917011 11
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DSCP: 46 H.acked ,
VoIP V\ P2P File Sharing
Multimedia streaming
class Gold a
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class blacklist
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class default /
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Figure 4: By moving the enforcement to each end node, we can enforcppitation-based QoS policy. Coupled
with the TPM'’s integrity protection of the platform (thrdudpinding the secret to the measured configuration), the
Enforcer’s intrusion detection mechanism can also idgatifd blacklist malware and maliciously modified programs.
Moreover, note that TPM detects at boot time that the End Noddified the hardware network driver and denies
access to the authentication private key.
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For 802.1x EAP-TLS client authentication, we usexlippl i cant version 1.0.1 [46]. In addition, we also
wrote a QoS Admin utility, which, using a configuration file, can build QoS Adnpoiécy and sign it using
QoS Admin’s private key.

To limit the power of the superuser account, we added new roles to the $Epaolicy for the Security
Admin and the QoS Admin. We restricted access to the Security Admin’s policyren@oS Admin’s
policy to the users who have these roles. We also added a domain folliganppnd all the kernel driver
modules used for the wireless device, and restricted access to the domaaveatgghe superuser from
spying the shared key for network encryption. Finally, we created a hoimathe TPM library functions
and the TPM driver and restricted access to the domain to prevent theisep&om spying the private key
for network authentication is loaded.

With the LSM framewaork, one can implement one’s own socket hook fungteuch asocket _create(),
socket _post _create(),socket_bind(), andsocket _connect (). These hook functions get
called when user code makes socket syscalls suslvaket (), bi nd(), andconnect (). We modi-
fiedsocket _post _creat e() andsocket _shut down() to bookkeep which applications are using
which sockets. Because a socket is completely shut down only whesl thee() syscall is called, we
added an an LSM hook inthd ose() syscall to see which sockets get deleted. We also added a Netffilter
hook function that gets called when a packet arrives in the predefin@shn the kernel IP stack, called
trustednet ip _postroute_ | ast (). Thisfunction captures all the packets right before they leave
the kernel IP stack, and marks each packet according to the reddgieR value for the socket it is coming
from. If no value is recorded, the function drops the packet. We aldonpebookkeeping to detect packets
a machine is sending to itself. Our bookkeeping occurs after the SELimnix fooctions since SELinux
policy may prevent the socket from being created and the packets femingethe machine.

To evaluate the performance of our implementation, we measured how londdbd hooks take to mark
the packets. We measured the added latencies for the following five applgationphone, a VoIP
application,i ces, audio streaming progran,i r ef ox, a Web browserexi n¥, mail-transfer agent ,
andssh/ sft p, secure shell and file transfer protocol. We note that the time that thetstadletake is
generally dependent on how much computing resources are availabie. gfatform runs out of physical
memory and has to page and swap, the performance degrades dramdttoaligaximum numbers reflect
such events.

The socket hook operation is time-consuming, since we have to calculatesihetthe program to compare
with the entry in the Security Admin’s policy, and it also has to search the DSE€#é program in the
QoS Admin’s policy. Thus, the time that socket hook takes is proportionaleasitte of the program
binary for which it has to calculate the hash. Table 1 shows the added&@nthe socket hook for
socket post _creat e(). Even though the socket hook operation is costly, the program onlysrieed
do this once to create the socket prior communication. Thus, the number ofsiiolest hooks are called
much less often than the Netfilter hooks.

The Netfilter hook operation is less costly, as shown in Table 2, since a#ldtste do is look up the packet's
socket inode number in the recorded values and mangle the DS field in tiaekPtpThe operation occurs
much more frequently than the socket hook operations since a singld seakéssue multiple packets.

Performance benchmarks for some specialized hardware show thegifharking can be done without
any added latency[20]. Thus, our approach may introduce some latetioy end-to-end communication
that uses traditional. However, according to the International Telecomatioris Union [18], the recom-
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linphone ices firefox exim4  ssh/sftp
Min 2275 11550 5489 14379 1529
Max 47649 11931 7938933 325801 212549
Average| 4859.47 11655.25 358324.71 24492 7065.02

Table 1: Added latency by the socket hook (ps).

linphone ices  firefox exim4  ssh/sftp
Min 4 4 4 5 4

Max 3822 2083 5301 34 12926
Average| 8.722 17.74 18.821 11.4835 40.5053

Table 2: Added lantency by the Netfilter hook (us).

mended maximum round trip delay in a voice system is 0 to 150 milliseconds. Teusnththat the local
packet marking adds is easily absorbed in the total round trip time.

In summary, we showed that our implementation does not hinder the perfoernaithe network applica-
tions. Furthermore, because we are distributing the computation that thecexdeyes or gateways tradition-
ally perform for all packets they serve, our solution is more scalable tlearethitralized traditional Diffserv
architecture.

Availability.  Our code will be available for open-source download.

5 Security Analysis

In this section, we discuss several possible threat models to our distrifo@énforcement and show how
we can prevent them.

Since the DSCP marking happens at the kernel IP stack, it is possibleefattitker to modify the packet
after it is marked by the Enforcer and before it arrives at the netwaekface driver. In Linux, a user can
use netlink sockets and divert sockets to intercept, modify, reinjectepmckVe use SELinux to restrict
the permission to use these sockets that can interfere with the QoS markisig Male that many useful

programs, such as iptables firewall utility, use such sockets, howewstri®ing netlink usage greatly
decreases the functionality of these programs. Alternately, we can alstigitsl signature to detect tamper
although this approach may greatly reduce the performance of the system.

The attacker may try to use another machine between the Enforcer platidriineanetwork to try to modify
the packet. Because EAP-TLS authentication produces Medium AcoedsolC(MAC) layer encryption
and integrity session keys, which encrypts the IP header of the packeditdtker needs to migrate the
session key to the untrusted man-in-the-middle machine and modify the DSCPhtieader. Again, we
use SELinux to ensure that the memory location of the session key is readéply the network interface
driver. Furthermore, we use the Security Admin’s policy to include only gtevork interface driver which
does not reveal the session key to other processes. Moreovesev@&ElLinux to guard against the superuser.
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The attacker can also try to stand between routers to modify the packetthaftdrave been decrypted by
the access point or the switch. However, this attack requires physioegsito the wires that connect the
routers and access points. Thus, when physical security is pressutitétk is very hard to do.

We also discuss the benefits our various components offer.

The TPM alone offers configuration measurement of the platform andhgired an RSA private key to the
configuration of the platform so that the private key is only accessiblewhén the platform is in certain
configuration. However, in order to provide high assurance, the TiPied alone, needs to report the
comprehensive configuration of the platform including a snapshot dilésystem. Thus, a small, trivial
change in the platform’s filesystem causes the secret key unaccessible.

The Enforcer LSM is added to break down the configuration of the phatfoto three levels—long-lived
kernel and hardware, medium-lived software and libraries, shod-byperational data—and to let the TPM
to bind the private key only to the long-lived configuration of the platforme Emforcer LSM then works
as an intrusion-detection system for the medium-lived componenets, ieigftine Security Admin’s signed
policy. The Enforcer LSM also provides encrypted storage for thetdired configuration and can bind
the secret key to the long-lived configuration, so that the encryptedslatdy accessible when the correct
version of the Enforcer is running. Thus, through the use of the Eef&rSM, the small change that would
have made the private key inaccessible would not affect the accesguavéte key in the Enforcer-assisted
TPM.

However, the TPM and the Enforcer alone cannot prevent the ssgreof the platform from spying the
memory location where the secret is loaded from the TPM. Furthermore,rtfoecEr alone can suffer
from time-of-check/time-of-use attacks if the user can modify the memory locHiai stores the Security
Admin’s policy. SELinux is added to provide software compartments to pritedEnforcer platform from

the superuser. It also gives more strict control over all the objects ipl#trm, including memory, to

ensure that implicit flow of confidential information does not occur.

6 Related Work

Trusted Computing Our work is similar toTrusted Network Connect (TN)3], an ongoing effort by the
Trusted Computing Group to enforce security for end-point host aiimmmes. The goal that TNC is trying
to achieve is different from our work, however. TNC focuses orgmiing the end nodes from malware and
ties the security level of end nodes to the level of access to the networkvadkidiffers in several respects.
We are trying to secure not just network authorization, but QoS marksg®l; we are also distinguishing
not just good nodes from bad nodes, but also between applications witties.

The specification of TNC has not been finalized yet. Current soud@srdicate plans to use VLANs and
802.1x with EAP andRemote Authentication Dial In User Service (RADIUS)

Secure QoS Intserv is a signal-based QoS architecture, where the node desiring@efemakes a re-

guest to the network via Resource ReSerVation Protocol (RSVP) fidlieserves network resources such
as bandwidth and drop rate for the connection. There have been sakevsecure RSVP messages from
modification and eavesdropping [2, 39, 7]. However, they focus ¢sider attacks and do not address in-
sider attacks. Moreover, because Intserv requires the routerdrie&mf the flow that has reserved certain
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resources, it is not as scalable and popular as Diffserv.

IEEE 802.11e The IEEE 802.11e working group is currently working on MAC-layer (o6802.11
wireless networks [22]. Zhu, et al. [47] give a good survey of th&Qohemes in the MAC-layer.

MAC-layer QoS for wireless networks focuses on a different prolftem IP-layer QoS. Because an access
point can service only one wireless node at a time, when more than onérangmits a packet at the same
time, a collision occurs and the nodes must retransmit after a back-offipémiavireless QoS schemes, the
nodes that are sending high priority traffic might back off for a shoreeiopl of time than the nodes that are
sending low priority traffic. However, misbehaving nodes may alway& b&dor a short enough time to
always win the transmission opportunity.

Some resarchers have proposed solutions to this greedy misbehayi88[3}. These solutions use prob-
abilistic algorithms for detecting MAC-layer misbehavior. Thus, it is possibisdphisticated attackers to
bypass the detection, and the detection scheme can mistake a well-behalértg be misbehaving.

In our design, we have the Security Admin approve only the network icedavers that is tested to not
misbehave. Thus, the users who wish to authenticate to the network ca@noétwork interface drivers
that are not approved by the Security Admin.

7 Conclusions and Future Work

In this paper, we described a design and prototype of distributed enfiertt of the network’s QoS policy
using trusted computing hardware, open source trusted computing tadBjféserv. In the Diffserv archi-
tecture, the network applications can receive the necessary QoS biyatagits traffic as a certain class by
marking all of its outgoing packets. However, the enforcers of the n&tsvQoS policy, such as the edge
routers or gateways, are unaware of which network applications isheqgohckets they see, especially if
malicious node can modify the low priority traffic to resemble the high priority traffi

Thus, we argued that it would be ideal to move the enforcing to the endsnodéch are aware of the
mapping between the outgoing packets and the programs as long as westdhatireach node will obey
the network’s QoS policy. We used trusted computing to bind the node’s netwthentication secret to
the node’s configuration that obeys the network’s QoS policy. Usinglesign, we allow all authenticated
nodes to mark the packets, and at the same time we are assured that noklielg otzeys the QoS policy of
the network. We implemented our design by adding socket and Netffilter hotks Enforcer LSM and by
binding the node’s private key for EAP-TLS authentication to the modifiedt€rf with marking abilities.
We showed that our implementation does not suffer performance andsesrecalability due to distribution
of marking duties.

Several areas remain for future work.

Policy Update Verification Currently, there is no way for the authentication server to know whether the
policies of the Security Admin and the QoS Admin in the end node’s EnforcHopiais up-to-date; the
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server knows only that the policy the Enforcer is enforcing has a valishsiged. Once an update is
released, it is the responsibility of the Security Admin and the QoS Admin to pagcbytem in timely

fashion. Although it is possible to attest the policies to an unused PCR in the arfdMnap the new
configuration to the certificate, this idea goes against the Enforceigndesseparating the medium-lived
software configuration from the long-lived core. Moreover, addittgstation to EAP-TLS authentication
may require changes to the current standards.

We are thinking of ways to allow the Enforcer, rather than the TPM, atteshdatum-lived core’s policy.
This idea allows the attestation hierarchy to match the hierarchy of the catfayur We propose the use
of X509 attribute certificatefl 7] in conjunction with the enterprise certificate for EAP-TLS authentication
In our proposed scheme, in the beginning of each boot cycle, aftemttoeder/SELinux LSM checks the
signature of the Security Admin’s policy and the QoS Admin’s policy, the E&@SELinux LSM generates
attribute certificates for these two policies and signs them with the authenticatiatefgkey—thus vouching
for the timestamp, version number, and issuers of the policies. When thecBnfidatform authenticates
to the network, it presents these attribute certificates along with the netwiificaée to the authentication
server so that the authentication server can find out what version giolfey the platform is enforcing.
Since EAP-TLS authentication supports validation of a chain of certificatesgre hoping that using the
attribute certificates may save us from making any changes to the standar@ilEdauthentication protocol.

Automated Policy Update Policy update verification is also useful when the Enforcer platform id use
in multiple domains that have different QoS policies. Thus, it is desirable foEtiforcer platform to
keep multiple QoS policies signed by different QoS Admins, and use the@jgone when crossing the
domain. For users who may not have multiple policies installed, it would be ideapjwort dynamic update
of the QoS policy. In this model, the network detects a Enforcer platformtwikinot properly configured
with the policy that the network approves. By creating an “quarantinedANLwe can limit the user’s
network access to where the user can download the signed QoS poliay oétivork. Once the policy’s
signature is checked, the Enforcer platform can restart using theago@oS policy and be able to gain
access to the network.

Usability of Policy Writing  In general, it can be hard to come up with a policy that matches the concep-
tual model and allows the system to operate correctly. If not carefully writtee policy may not deliver

the security that we need. Too restrictive policy may cause the system toripegant functionality. Dy-
namically linked executables requires the Security Admin to validate the linkdrdyaramically loadable
libraries as well as the program binaries. In our current implementatiormaheded all the libraries and
modules and linkers in the Security Admin’s policy to increase assuranaesag#tacks that use dynami-
cally linked executables.

In our current implementation, the policies from the Security Admin and the QiiSiare locally gen-
erated. The timestamps on executables cause the hashes of the binaryddmgtifferent platform to be
unigue, making it hard for the Security Admin and the QoS Admin to issue denereersal policies for
all the Enforcer/SELinux platforms. In order to support automatic policjatg, we plan to investigate on
ways to make the policies more portable across different platforms.

2The Enforcer does offer a way to record the serial number of tharBg@dmin’s policy it uses and to reject its use if the
policy’s serial number is less than the recorded one. This featuresveoyonly addresses rollback, not freshness.
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Usability of Open Platforms Another area of future work will be to validate, with user studies, that this
approach (a trustworthy network QoS module within SELinux) still results infficgently flexible and
open platform to satisfy users who like to retain administrative control of thaghines. Verification of the
SELinux policy (once we finish adapting it from the prior Enforcer wanid) also be necessary.
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Appendix
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Figure 5: Our modified Enforcer/SELinux platform. (This figure is bds Figure 2 in [28].) The Endorser CA
certifies that the TPM is genuine and its certificate comeh thié hardware. The TPM vouches for the long-lived
configuration of the platform through the use of the valuehefPCRs and binds the short-lived encryption key to it.
The Enterprise CA certifies the long-lived configurationto platform and the TPM by issuing a certificate for the
platform’s network authentication keypair. The private ker network authentication should live in the encrypted
loopback filesystem (short-lived component), which is aadgessible when the long-lived configuration matches the
value that the Enterprise CA certified. The long-lived comgrits then protect the medium-lived components by
enforcing the Security Admin’s signed policy. When the |divgd components detect discrepancies between the
Security Admin’s policy and the medium-lived componeritg, Enforcer LSM will unmount the encrypted filesystem
and panic the kernel. We introduce another remote partgatétie QoS Admin who issues a signed application-based
QoS policy. The long-lived configuration also enforces tres@dmin’s policy by marking all its outgoing packets
according to the policy. The authentication server can baras that the platform will obey the network’s QoS policy
simply by the fact that the platform can prove the knowledfythe authentication private key, which is certified by
the Enterprise CA because the CA vouches for the fact thfophals kernel will obey the QoS Admin’s policy.
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