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Abstract

Mutual exclusion is not solvable in an asynchronous mespagsing system where pro-
cesses are subject to crash failures. Delporte-Gallet let.determined the weakest failure
detector to solve this problem when a majority of processesarrect. Here we identify the
weakest failure detector to solve mutual exclusion in angirenment, i.e., regardless of the
number of faulty processes.

We also show a relation between mutual exclusion and conseasguably the two most
fundamental problems in distributed computing. Specificale show that a failure detector
that solves mutual exclusion is sufficient to solve non-amif consensus but not necessarily
uniform consensus.

1 Introduction

This paper addresses the mutual exclusion problem in arthgymous distributed message-passing
system where communication channels are reliable and ggesecan fail by crashing. The mutual
exclusion problem involves managing access to a singlésigilole resource that can only support
one user at a time. We say a user is indtgical sectionwhen it has access to the resource. The
mutual exclusion problem includesmogress condition if a correct process wants to enter its
critical section, then eventually some correct procesbkgain access to its critical section (as long
as no correct process remains in its critical section fajeviéhat is, a crashed process cannot block
correct processes from their critical sections.

Chandy and Misra [3] give a solution for the drinking philpbers problem—a generalization
of the mutual exclusion problem—in a system without faiturutual exclusion cannot be solved
deterministically in an asynchronous system without afgrmation about failures because there is
no way to determine whether a process in its critical sedSamashed or just slow. This issue is re-
lated to the famous impossibility result from [7] that comses is cannot be solved deterministically
in a system subject to even a single crash failure.

Chandra and Toueg [2] introducéailure detectordo circumvent the impossibility of consen-
sus. Informally, a failure detector is a distributed ordtlat provides (possibly incorrect) informa-
tion about which processes have failed. Each process hassatwdocal failure detector module



that monitors the other processes in the system. [2] shaatsttelatively weak failure detectoiw
is sufficient to solve consensus when a majority of proceasegorrect, and [1] shows thg\W
is also necessary to solve consensus. Taking these twasrésgétherOW is theweakest failure
detectorto solve consensus when a majority of processes are correct.

Here we address the question: what is the weakest failueetetto solve mutual exclusion?
In [5], Delporte-Gallet et. al. show that tiwisting failure detectofl” is the weakest failure detector
to solve mutual exclusion when a majority of processes amecb They go on to show thaf (| S)
is sufficient to solve mutual exclusion when there is no etsbn on the number of failures, where
Sis the strong failure detector from the Chandra-Toueg hobra But is (7, S) necessary to solve
mutual exclusion? The answer is no. In this paper, we shotw(thaX®) is both sufficient and
necessary to solve the problem, whareis a new failure detector that we call thafe intersection
quorum failure detectorFurthermore, T, X°) is weaker than7, S).

The safe intersection quorum failure detector upholds treperties: (1) eventually all local
modules contain only correct processes and (2) if a progdssal module outputs a quorum that
does not intersect with a second process’s quorum outpuaterdime, then the first process crashes
before that later time. IntuitivelyxZs provides overlapping quorums for all live processES$.is an
adaptation of the quorum failure detec®roriginally introduced in [4] to solve uniform consensus
when there is no restriction on the number of failures. lis®aimilar to the non-uniform quorum
failure detectorz® introduced in [6] to solve nonuniform consensus when thermirestriction on
the number of failures. Howeveks is strictly weaker thark and strictly stronger tha®.

In the sufficiency algorithm in [5], Delporte-Gallet et. @&mploy a “bakery style” algorithm:
a process that wishes to go into the critical section drawckattand is granted access to the critical
section in the order of its ticket number. A process will net ¢erved until some other process
trusts that process; that way, if a process crashes in tisairsection, its failure will eventually be
detected. Delporte-Gallet et. al. use an atomic broadcasitipe to totally order tickets. However,
atomic broadcast cannot be implemented with dhiy a system with no restrictions on the number
of failures. In our algorithm, we adapt the bakery style altpon to work an environment where we
cannot totally order broadcasts. Each process has a to&gresenting its permission for another
process to enter the critical section and a priority, whiah be thought of as its ticket. To enter
the critical section, a process must collect tokens fronthadl processes in its local® module.
Processes give their tokens to the process that they trtisttwé highest ticket number. Since the
quorums of live processes always intersect, no two live ggses enter their critical sections at the
same time.

In addition, we show that if any number of processes may ¢rashalgorithm can solve mutual
exclusion with a strictly weaker failure detector. Givenalgorithm that solves mutual exclusion,
Delporte-Gallet et. al. showed that it is possible to extthe information provided by". We show
that it is also possible to extra?®. Intuitively, the set of processes that give any procesmser
sion to enter its critical section must intersect with thethat gives another process permission to
enter the critical section. Otherwise, it is possible thattivo sets give permission simultaneously,
resulting in a violation of mutual exclusion. Therefor&,,(Z%) is the weakest failure detector to
solve mutual exclusion.

Finally, we conclude with alook at the relative strengththefweakest failure detectors for mu-
tual exclusion and consensus. We show that the weakegefdidiector to solve mutual exclusion is
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strictly stronger than the weakest failure detector to s@l@nuniform consensus but incomparable
to the weakest failure detector to solve uniform consensuappendix, we formalize a new idea of
comparing problems in fault-prone systems independerdibfré detectors, and we show that it is
different from the traditional way of comparing problemssbd on their weakest failure detectors.

This paper is organized as follows. Section 2 describes thdehof the system. Section 3
introduces failure detectors. Section 4 formally definestutual exclusion problem. Section 5
and 6 show thatq, %) is sufficient and necessary to solve the problem, respagtivSection
7 concludes with a comparison of mutual exclusion and cangenAppendix A formalizes two
different modes of problem comparison in crash-prone idisted systems. Appendix B shows that
mutual exclusion is equivalent (in a sense that is definedeAgix A) to mutual exclusion with
starvation freedom, an additional fairness property. 10],[Pike et. al. showed that th&tP is
necessary to solve eventual mutual exclusion; Appendixd@@iges a more general proof of that
result. Finally, Appendix D provides the proofs for two pogtions that compare failure detectors.

2 Model

In this paper, we consider asynchronous message-passtigputed systems with no timing as-
sumptions (the same model used in [1]). In particular, weaemakassumptions on the time it takes
to deliver a message or on relative process speeds. Thearsgsiesists of a set of n processes
II={12,..,n}(n> 1) that are completely connected with bidirectional, popoint, reliable
links. We assume the existence of a discrete global clocis-dla fictional device to simplify the
presentation; processes do not have access to it. We takantpe of the clock’s ticks to be the set
of natural numbersl.

2.1 Failures, failure patterns, and environments

Processes fail by crashing, i.e., by halting prematurelyailure patternis a functionF: N — 2!
where F (1) is the set of processes that have crashed through ttimé& crashed process never
recovers, i.e.yt: F(t) C F(t + 1). We definecrashedF) = J,y F(t) andcorrect(F) = IT —
crashedF). We say that a processs correctif i € correc{F), andi crashes(or is faulty) if i
crashedF).

An environment is a set of failure patterns. Intuitively, an environmensctées the number
and timing of failures that can occur in the system. Thussalteéhat applies to all environments is
one that holds regardless of the number and timing of faslure

2.2 Failure detectors

Each process has access to a local failure detector modaileribvides (possibly incorrect) infor-
mation about the failure pattern that occurs in an executtofailure detector history H with range
Ris a function fromIl x Nto R. H (i, t) is the output value of the failure detector module of process
i at timet. A failure detector Dis a function that maps any failure pattern to a non-empty#bet
failure detector histories with rang®p (where Rp denotes the range of failure detector outputs of



4

D). D(F) denotes the set of possible failure detector histories iteainby D for failure patternk.

2.3 Algorithms, configurations, schedules, and runs

An algorithm A is a collection ofn (possibly infinite-state) deterministic automata, onedach
process in the system. We model the asynchronous commianiagtannels as a message buffer
containing all messages yet to be received at their degtitat Computation proceeds in atomic
stepsof A. In a step, a process may: receive a message from a procesy,igufailure detector,
change states, and send messages to other processes. \@rs@p is a tuple = (i, m, d, A),
where process$ takes stepe, m is the message (possibly the null message, denbtedceived
duringe, d is the failure detector value seenibin e, andA is the algorithm. Note that the message
received in a step is chosen non-deterministically frormntlessages in the message buffer addressed
toi, or the null message.

A configurationdefines the current state of the each process in the systethesdt of mes-
sages currently in the message buffer. A diepn, d, A) is applicableto a configuratiorC if and
only if m = 4 or mis in the message buffer.

A scheduleof an algorithmA is a finite or infinite sequence of steps Af A scheduleSis
applicableto a configurationC if Sis the empty schedule, & 1] is applicable toC, I 2] is
applicable toS[ 1] (C), etc., whereS[ i] denotes thé'" step inS. A run of the algorithm A using
failure detector D in environmerd is a tupleR = (F, H, |, S, T) whereF is a failure pattern irf,
H is a failure detector history iD (F), | is an initial configuration oA, Sis a schedule oA, andT
is a list of increasing time values indicating when each stepoccurs such that (13 is applicable
tol,(2)forallj <|9,if §j] =(@G,m,d, A), theni € F(T[ j])andd = H(,T[ j]), (3) for
all j <k <|S:T[j] < T[K], (4) every correct process takes an infinite number of ste|s i
and (5) each message sent to a correct process is eventeeiyed.

2.4 Solving problems with failure detectors

A problem Pis defined by a set of properties that runs must satisfy. Aoridlgn A uses failure
detector D to solve a problem P in environmént and only if all the runs ofA usingD in £ satisfy
the properties oP. We say that a failure detect@ can be used to solve problem P in environment
¢ if there exists an algorithm that used to solveP in £.

2.5 The weakest failure detector

We must first explain how to compare two failure detectbrand D’ in some environment. A
transformation algorithm frond to D’, denotedlp_, o/, maintains a variableutput at each process
I that emulate®’. Let Og be the history of output values R, i.e., Og(i, t) is the value obutput

at timet. We say thaflp_, o transforms D into Din £ if and only if for everyF e £ and every run
R=(F,H,I1,ST)of Tp_p usingD, we haveOgr € D’(F). If such an algorithm exists, we say
that D’ is weaker than On &, denotedD =<¢ D’. If D <¢ D’ andD’ £¢ D, we sayD is strictly
weaker than Din &, denotedD <¢ D'.
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A failure detectorD* is theweakest failure detector to solve problem P in environngeihtind
only if the following hold:

e Sufficiency: D* can be used to solv@ in €.

¢ Necessity:For any failure detectob, if D can be used to solve in £, thenD* <¢ D.

3 Failure detector (7, %)

In this section, we recall the definition of the trusting daé detectorZ introduced in [5] and
introduce oursafe intersection quorum failure detectatenotedXs. We also review some other
failure detectors that give insight into the relative sg#nof 7 and of =.

3.1 Perfect, eventually perfect, and trusting failure detetors
3.1.1 Perfect and eventually perfect failure detectors

First, let us briefly recall the definition for the perfectléaie detectorP and the eventually perfect
failure detector)P from [2]. P outputs a set of processessitspectdo have crashed such that the
following properties hold:

Strong completenessEventually every faulty process is suspected by every copmcess.
Strong accuracy: No process is suspected before it crashes.

QP is identical except the strong accuracy property is reglaeéh the following eventual
strong accuracy property:

Eventual strong accuracy: Eventually no correct process is suspected.

3.1.2 Trusting failure detector

Thetrusting failure detectofl” outputs a set ofrustedprocesses such that the following properties
hold:

Trusting completeness:Eventually no faulty process is trusted by any correct mgece
Trusting accuracy:

1. Every correct process is eventually trusted by everysmbiprocess.

2. Every proces$ that stops being trusted by a procéss faulty.

[5] showed thafl is the weakest failure detector to solve mutual exclusioemé majority of
processes are correct. In addition, [5] showed that in amyr@ment with failures)P < 7 < P.



3.2 Quorum failure detectors

Here we define the safe intersection quorum failure detelttomotivation came from the quorum
failure detectorz and the non-uniform quorum failure detec®t from [4] and [6] respectively.

3.2.1 Quorum failure detector and non-uniform quorum failure detector

Thequorum failure detectoE outputs a set of processes such that the following prosettiéd:
Completeness:Eventually, the quorums of correct processes contain amisect processes.
Intersection: Any two quorums intersect (at any times and at any processes)

Thenon-uniform quorum failure detect@®? is the non-uniform counterpart &. It is identi-
cal to X except that instead of satisfying the intersection prgpég outputs must satisfy:

Non-uniform intersection: Any two quorums output by correct processes intersect.

3.2.2 Safe intersection quorum failure detector

We now define theafe-intersection quorum failure detectenotedxs. X3 outputs a set of pro-
cesses, i.e.Rys = 2. The idea is that if any two distinct processes output non-intersecting
quorums at times$ < t’ respectively, then processnust crash before timg. For a failure pattern
F, H € Z5(F) ifand only if H satisfies:

Completeness:Eventually, the quorums of correct processes contain amisect processes. For-
mally,
dt e N, Vi e correctf), vt’ > t: H(i, t") C correctf)

Safe intersection:If processi outputs quorunQ; at timet and procesg outputs a quorun@; at
timet’ > t such thatQ; andQ; do not intersect, thencrashes before time. Formally,

di,jell,It <t' e N:H(@(i,t) NH(j,t)Y=¢ =i e F(t)

We prove the following propositions in Appendix D. The firgingpares the three quorum
failure detectors. The second shows ttiat S) is strictly stronger tharf7, £°). This means that
(7, S), which Delporte-Gallet et. al. [5] showed to be sufficienstidve mutual exclusion, is not
the weakest failure detector to solve mutual exclusion.

Proposition 3.1 X* < X% < X.

Proposition 3.2 (7, £°%) < (7, 9)

4 Mutual exclusion

Here we define the mutual exclusion problem in an asynch®mmvironment subject to crash
failures. It is a natural problem involving the allocatiohaosingle resource over a set of processes.



We have a critical section that we must allow all processextess, but we can only have at most
one process in the critical section at any given time. In fdtyndefining the problem, we use the
terminology and notations originally given by [8] and moeeently used by [5].

Each process € II acts as an agent for exactly one usgr The process and user interact
with four actions:try,, crit;, exit, andrem. The usem; outputstry; when it would like to enter
its critical section anexit when it would like to leave its critical section. These are thputs to
process. The outputs of—inputs tou;—arecrit;, granting access to the critical section, aead,
indicating thatu; has left the critical section.

We define a sequence oy, crit;, exit, rem actions to bavell-formedfor the pair (, u;) if it
is a prefix of the cyclically ordered sequenisy;, crit;, exit, rem). We callu; awell-formed user
if u; does not violate the cyclic order of the actiaing;, crit;, exit, rem. Given an execution of
(i, u;) that observes the cyclic order, we say thafequivalentlyi) is

in its remainder sectiomnitially and in between anyem action and the followingry;

in its trying sectionbetween anyry; action and the followingrit;

e inits critical sectionbetween angrit; action and either (a) the followingxit or (b) the time
thati crashes

e in its exit sectiorbetween angxit action and the followingem

An algorithm for the mutual exclusion problem defines théngyand exiting protocols for
every process € I1. We say that an algorithm A solves the mutual exclusion gohif, under the
assumption that every user is a well-formed user, any run sdifsfies the following properties:

Well-formedness: For anyi € 11, the interaction betweean andi is well-formed.
Mutual exclusion: No two distinct processes are in their critical sectiondatdame time.

Progress:

1. If a correct process tries to enter its critical sectionl & correct process remains in its
critical section forever, then eventually some correccpss enters its critical section.

2. If a correct process tries to exit its critical sectionenhit eventually enters its remainder
section

Starvation freedom is an additional fairness property.ungaper, we will meet this condition
in the algorithm we use to show sufficiency. Therefore, we galy that we solve starvation-free
mutual exclusion.

Starvation freedom: If no correct process stays forever in its critical sectitren every correct
process that tries to enter its critical section eventusligceeds.

In appendix, we show that starvation-free mutual exclussoequivalent (in a sense that we
define formally) to mutual exclusion without the starvatfegedom property. That is, given only an
algorithm that solves mutual exclusion, we can solve stemvdree mutual exclusion.



5 Sufficiency

In this section, we prove thd, %) is sufficient to solve starvation-free mutual exclusion ity a
environment by giving an algorithm that solves the problémaddition, the algorithm we give is
guiescent, i.e., if processes make a finite number of atetoptnter the critical section, then only
finitely many messages are exchanged. In Section B.1, weagiexerview of the intuition behind
the algorithm. In Section B.2, we give the algorithm and prthat it is correct.

5.1 High-level description

Delporte et. al. solve mutual exclusion usifigin an environment with a majority of correct
processes. In [5], they use a “bakery style” algorithm in efthprocesses that wish to enter their
critical section take a ticket, wait until their number idled, and then enter the critical section.
Their algorithm requires an atomic broadcast primitivet &tomic broadcast requires the failure
detector , X) 1 in an environment with no guarantee on the number of corextgsses. We later
show in Section 7 thatZ, %) £ (Q, ), so we cannot use atomic broadcast.

We present an algorithm which implements a bakery styleagmtr to an environment where
any number of processes may fail and thus we cannot totallgrdsroadcasts. Each process main-
tains a local priority queue containing processes that@meg to enter their critical sections. In
addition, each process hasaken which represents its permission for another process ter éist
critical section. A process sends its token to the first pgsdr its local queue that it trusts. Then
the process waits for its token to be returned, reclaimirgyttken if the token recipient crashes.
In order to enter the critical section, a process must cbligkens from all processes in its local
>3 module. Therefore, the safe-intersection propertyEéfguarantees that no other process will
be able to collect tokens from all processes in its Ia¢&aimodule, so no two processes enter their
critical sections at the same time.

For the local queues, we define a prodgésgriority to be the pairi(, ¢;), whereg; is the number
of timesi has already entered its critical section. We order prigsitbased on the following rule:
for processes, j, (i,¢) > (j,cj) ifandonlyifc <c; v (¢ =c; Al < j). We say that a process
j isfirst in process’s queue ifj has the greatest priority of all the processes thatsts at a given
time. Wheni wants to enter the critical sectionsimply broadcasts (i.e., sends to all) its priority,
and all processes that receive the messagegptiority in their local queues.

A process sends its token to the procegdirst in its queue and then waits to receive its token
back fromj. | will enter its critical section ifj collects tokens from all processes in its quorum
ZJ-S andj is first in its own queue. If gains its critical sectionj returns all the tokens with done
broadcast. In this casewill remove j from its queue. However, if some other proc&ss inserted
into the front of j’s queue beforg finishes collecting tokens, will return all the tokens with a
deferredmessage—this prevenjsfrom holding onto some tokens thiatneeds to enter its critical
section. Then will eventually receive a broadcast from some process wiihdr priority thanj

10 has the property that eventually all correct processes tinessame correct process. [6] showel €) to be the
weakest failure detector to solve consensus in any envieothm[2] showed that consensus and atomic broadcast are
equivalent, sqQ, ¥) is the weakest failure detector to solve atomic broadcashyrenvironment. Note that it is possible
to implementZ from the null failure detector in an environment where a majof processes are correct.



and send that process its token (notice thidepsj in its queue). Finally, ifj fails, by the trusting
completeness property @f, i will detect the failure and reclaim its token.

Each process must collect tokens from a quoruly’ before entering its critical section. This
means that, as long ads correct, no other procegswill be able to collect tokens from all the
processes in its quorurfijS by the safe intersection property &f. Therefore,j will not enter its
critical section. Finally, suppose a correct procesgants to enter its critical section. There are
only finitely many priorities greater thars, so eventuallyi will be first in every process’s queue
and subsequently gain access to its critical section. Tisares starvation freedom.

5.2 Formal algorithm and proof of correctness

We give the formal algorithm in Figure 1. Each process maistthree local variables:

e C;: the number of times has entered its critical section

e Q;: a priority queue that contains processes in their tryirgjisas. Priorities are determined
by the following rule: (i,c) > (j,cj) & (G < ¢j V(G = ¢j Al < ])). Note that the
operationfirst(Q;) represents thérst in property defined above, i.dirst(Q;) = (j, ¢;) if
(J, cj) is the greatest priority i®; such thatj € 7;.

o tokens: the set of tokens currently held by

e flag: a flag that is true only whenis collecting tokens; it prevenisfrom giving up tokens
while i is in the critical section

It remains to show that the algorithm from Figure 1 solvesstaevation-free mutual exclusion
problem, as defined in Section 4, in any environment. Thrahghfollowing lemmata, we will
show that, given that every user is well-formed, any run efalgorithm from Figure 1 satisfies the
four requisite properties: well-formedness, mutual egida, progress, and starvation freedom.

Lemma 5.1 (Well-formedness)For all i e II, the interaction between i and is well-formed.

Proof: From assumption, we know all users are well-formed. To cetepthe proof, we need
only show that process does not violate the cyclic order of actiotry;, crit;, exit, rem. From
the algorithm, it is clear that evemyit; action is proceeded by tay; action fromu; sincei must
broadcast its priority before it can enter its critical $@ct Any timeu; executes &xit, action, itis
followed by arem response froni in the next line of the algorithm. Thus,does not violate the
cyclic order. [

Lemma 5.2 (Mutual Exclusion) No two distinct processes are in their critical sectiondegt same
time.

Proof: By way of contradiction, suppose distinct processasd j are in their critical sections
at the same timeé. Let tokens be the set of tokens that procesbhad upon entering the critical



Code executed at procesis
linitialize
¢ <0
Qi « empty-queue
tokeng « ¢
flag; « false
T« ¢, 20«10

OO~ wWN

7 repeat forever
8 if Qjis nonemptya first(Qj) = (j,cj) for j #i then

9 sendi, token to j

10 wait for received(, cj, —) or j e faulty,
11  else if Qjis nonemptyn first(Q;) = (i, ¢) then
12 flag; < true

13 wait for Zis C tokens or first(Qj) # (i, ¢)
14 if =7 C tokens then

15 critj

16 wait for exit

17 G «<¢c+1

18 sendi(, ¢j, dong to all

19 tokeng « ¢

20 rem

21 flag; « false

22 repeat forever

23 if first(Qj) # (i, ¢)A # flagthen

24 sendi(, ¢, deferred to all j € tokensg

25 tokens « ¢

26upontry; do
27  send cj)toall

28uponreceive(, ¢j) do
29 insert(,cj)into Q

30upon receive(, token do
31 tokeng « tokens U {j}

32upon receive(, cj, dong do
33 remove {, ¢j) from Q;

34 function first(Q;)
35 return (j,cj) where (, ¢;) is the highest priority iQ; such thatj € 7;

Figure 1: Quiescent algorithm to solve mutual exclusion usifig £5) in any environment
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section, letx? C tokens be the value of’s safe intersection quorum failure detector upon entering
its critical section, and lei be the first time thait saw the quorunE?. Definetokeng, X3, andt;
analogously, and assume without loss of generalitytthatt;. Now there are two cases:

e Case 1:2°N st = ¢. Then, by the safe intersection property f, process must have
crashed before timg. Sincet; was the first time thaj saw the quorunks, t; is the earliest
time thatj could have entered its critical section with the Eétof tokens. Since has already
crashed,j is the only process in its critical section. Thus, we havergredliction.

e Case 2:X° N Ef # ¢. Letk be a process in the intersection. THemust have given its
token to both and j. Without loss of generality, assume thais the last time beforé that
k gives its token to andt, > t; is the last timek gives its token tgj before timet. Assume
i has priority (, ¢;) and j has priority (, ¢;) in Qk. Line 10 of the algorithm requires that,
before sending its token tp, k waits until it receives a done message frorfor (i, ¢;), k
stops trusting, or k receives a deferred message froror (i, ¢;). Sincek sends its token
to j at timet,, one of those three events must have occurred beforetimk k receives
a done message fromfor (i, ¢;), theni has left its critical section before tintg. Sincei
does not receive a token froknagain until after time, i cannot be the critical section with
tokens from the same quorul@y® at timet—a contradiction. Ik stops trusting, from the
trusting accuracy property af, we know thati has crashed before tintg Thus, we have a
contradiction. Finally, suppodereceives a deferred message fgic() before timet,. Theni
returns the token without entering its critical section-aiag since does not receive a token
from k again until after time, we have a contradiction.

Therefore, mutual exclusion is guaranteed. [

Lemma 5.3 (Progress) There are two parts to the progress condition:

1. If a correct process i tries to enter its critical sectiondano correct process remains in its
critical section forever, then eventually some correctogiss | enters its critical section

2. If a correct process i tries to exit its critical sectionjemtually it enters its remainder section.
Proof: (1) follows from the starvation freedom condition we showolaein Lemma 5.4. (2) is

clear—when any procesgeceives amxit action from its useu;, it responds two lines later in line
20 with arem action. ]

Finally, we claim that our algorithm satisfies starvatioeefdom. For the following lemma, we
assume that no correct process remains in its critical@eétirever.

Lemma 5.4 (Starvation freedom) If a correct process i tries to enter its critical sectionetheven-
tually it will succeed.

Proof: Once a proces$ gains its critical section with priority j¢ ¢;), j never gains its critical
section with another priority greater than or equal focf). This is clear becausgincrementsc;
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after exiting the critical section argj never decreases. We sgy €;) is ausedpriority. We will say
that a process hasm'" highest priorityif there are onlym — 1 unused priorities greater thain )
in the system. When a procesdries to enter its critical section, it broadcasts its gtiofi, ¢;).
By the definition of priority comparison, there are only fatit many priorities greater tham, ¢;).
Thus, for somenm e N, i hasm'™™ highest priority.

Using induction, we'll prove the following claim.

Claim 5.1 For any me N, if a correct process i has ¥ highest priority and i enters its trying
section, then i will eventually gain its critical section.

Proof: Inthe base case) = 1. Theni has the highest priority. Whenenters its trying section,
i broadcasts its priorityi(c;). Eventually each correct procegsvill receivei’s broadcast and trust
i, say at timet. Theni will be firstin Q; until i gains its critical section. By way of contradiction,
suppose does not have some correct procésstoken at timg and never receives a token from
at a later time. But the next timgbegins the loop at line 7, will clearly send its token te. This
means thaj must wait forever at one of three lines: 10, 13, or 16. Sinisefirst in Q;, j will not
wait past time at line 13. Finally, since no process remains in its critemdtion foreverj will not
wait forever at line 16.

Then j must forever at line 10. Sindenever receives a token from j must have sent its
token to some other proceks# i who never returng’s token. Supposk crashes. By the trusting
completeness property @f, j eventually detectk’s failure, completes line 10, and then begins the
loop at line 7—a contradiction. Now suppokés correct, andk receivesj’s token at timet” > t.
Sincei is first in Qy, if k ever setdlag, to false, the loop at line 22 will returp’s token. Therk
must wait forever at either line 13 or line 16 because thesdlsr only wait statements at a point
whereflag, is true. But we have a contradiction—s first in Qx andk does not remain in its critical
section forever, sd& does not wait forever at line 13 or line 16. Thusreturns its token tg.
Thenj does not wait forever at line 10, line 13, or line 16, jseventually sends its token. Since
i is correct, eventually receives tokens from all correct processes, ariccontains only correct
processes. Then.enters its critical section.

Assume inductively that the claim holds for all natural nrsless tham. Now suppose
hasm'" highest priority. Assume all faulty processes have crash#daorrect processes trust all
other correct processes, and all quorums contain only cop®cesses. Whenenters its trying
section,i broadcasts its priorityi{¢;). Eventually every correct process receivissbroadcast and
putsi in its queue at some time Let j be the process with highest priority,(c;) that tries to
enter the critical section at any time afterSupposej # i. Then, by the induction hypothesig,
eventually enters the critical section singcéas at leastm — 1)!" highest priority. But now §, cj)
has been used, schas the(m — 1)!" highest priority. Thus, applying the induction hypothesis
second timej, enters its critical section. Now suppoge=i. Then we can argue analogously to the
base case thateventually enters its critical section siniceffectively has the highest priority. m

Therefore, we have that for amg € N, if a correct process hasm'" highest priority and
enters its trying section, will eventually gain its critical section. Since for any guity (i, ¢;), there
finitely many greater priorities, we have starvation fremdo [
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The following theorem comes directly from the lemmata prbirethis section.

Theorem 1 The algorithm in Figure 1 solves starvation-free mutuallesion using ", %) in any
environment.

Finally, it is worth noting that we have given a quiescenbalthpm.

Claim 5.2 (Quiescence)The algorithm in Figure 1 is quiescent—if processes maktljnmany
attempts to enter their critical sections, then a finite nemiif messages are exchanged.

Proof: Lets consider the maximum number of messages that may bamyet for a process
i to enter the critical section once. As we saw above in thefdiamostarvation freedom, when
process enters its trying section, hasmt™ highest priority for some natural number. i sendsn
messages to announce thatants to enter the critical section. In the worst casenagilocesses
sendi their tokens, buti receives a message from some procgsgéth higher priority that wants
to enter the critical section beforehas received enough tokens to enter its critical sectiomnTh
sendsn deferred messages to return all the tokens. This can hagpaosam — 1 times. On the
mt" occurrencej will receive all the tokens it needs and enter its criticaitism, finally returning
all the tokens with a done broadcast (anothen&ssages). Therefore, at mast 2nm messages
are exchanged. Singe andn are natural numbers, a finite number of messages are exah&mnge
any process to enter the critical section once. Therefbprpcesses make finitely many attempts
to enter their critical sections, then a finite number of rages are exchanged. [

6 Necessity

In this section, we show thaf{, %) is necessary to solve mutual exclusion. Delporte et. aleha
shown in [5] that7 is necessary to solve mutual exclusion. In Section 6.1, wisiteéheir proof
informally. In Section 6.2, we show that® is necessary to solve mutual exclusion.

6.1 7 is necessary to solve mutual exclusion

As shown in [5], given an algorithmi\ that solves mutual exclusion, we can extract the trusting
failure detectof7 . This means that there is a transformation algorithm whggswonlyA to produce
the output of7 . We informally present the ideas of this transformatiorokel

Each process simulatesn different runsRy, Ry, ..., R, of A. Process usesR; to monitor
processj . Initially only process;j tries to enter its critical section iR;. Sincej is the only process
that is trying to enter the critical section R;, eventuallyj succeeds. Once in its critical section,
j broadcasts that it has reached its critical section and stegre foreveri does not trusj until i
receives a message frojrannouncing thaj has gained its critical section. Thereforeji€rashes
before sending this message, thienever trustsj. Suppose receives the message fromand
begins trusting . Theni tries to enter its critical section iR;. By the mutual exclusion property, if
i ever gains its critical section, thgnhas crashed, sostops trusting . If i never gains the critical
section, thenj is correct and trusts| forever.
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Clearly the algorithm described above meets the compleseard accuracy properties Bt
If j crashes before entering its critical sectiorRp then process never trusts . If j crashes after
entering its critical inR;, theni eventually gains its critical section iR; by the progress condition
of mutual exclusion, and stops trustingj. Therefore we have completeness: eventually no faulty
process is trusted by any correct processj i$ correct, | eventually enters the critical section of
R; and remains there forever. Thereforeever gains the critical section, sérustsj. We have the
first part of accuracy: every correct process is eventualigtéd by every correct process. Finally,
i stops trustingj only upon entering its critical section iR; after j has entered its critical section.
Since | tries to remain in its critical section forever, by mutuakkision, we can be sure that
has crashed. This is the second part of accuracy: every ggdbat stops being trusted by another
process is faulty.

6.2 X°%is necessary to solve mutual exclusion

We now show thak® is necessary to solve mutual exclusion. Suppose a failusetbe D can be
used to solve mutual exclusion. Then we’ll show that theisteya transformatiop_, ss that can
be used to implemer®?. In Section 6.2.1, we provide a high-level description aftansformation
along with some background needed to understand the tramsfion. In Section 6.2.2, we give the
transformation and prove its correctness.

6.2.1 Background and high-level description

The technique we use in our transformation was introduce@tgndra et al. in [1] to show that
any failure detector which solves non-uniform consensus lwa transformed into &. In this
technique, processes maintain a local DAG (directed acypiph), which is a sampling of the
failure detector values seen by processes in the systendifidadions of the edges impose a patrtial
order on the failure detector values seen by all processeBPABG-based transformation has two
components: 1) @ommunication componenin which processes exchange their local DAG to
construct an increasing approximation of the infinite DAGhigh contains every failure detector
value seen by every process in a complete run) anct@jrgoutation componenn which processes
use their local DAGs to periodically compute and output nailufe detector values.

Process performs the following sequence of steps to maintain itall@AG G; in the com-
munication component:

(1) receives a message, either a D&G sent toi by processj, or the empty message.
(2) updatess; by setting it equal tds; U G; (if i received a DAG in the previous step).

(3) queries its local failure detector module for thek!" time, gets a valud, adds the vertex
v =1[1,d,Kk] toG;j, and creates an edge from every other verteiiro the new vertex
V.

(4) sends the updated DAG; to all processes.

Henceforth, we us&; (1) to denote the local grap@; at process at timet (created by the
communication component of the transformation, as desdrdbove). For a vertex=[i,d, k] ,
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let 7 (v) be the time when procesgook itsk!" step. Note that this is the first time when veriex
appeared in local DAG of any process. We'll recall a few obatons about the communication
component of building DAGs (shown in [1]).

Proposition 6.1 If v; — v5 is an edge in Gfor some process i, then(v,) < 7 (v2).

The next proposition follows from the fact that correct psses take infinitely many steps in
an infinite run.

Proposition 6.2 If i and j are correct processes andis a vertex in G(t) for some time t, then
there exists a time t> t such that G(t") contains an edge from to a vertex(j, d, k) for some
values of d and k.

Notice that a path o6; can be used to simulate runs Affor failure patternF and failure de-
tector historyH. Consider a path® = ([ py, di, ki] ,[ p2, 2, ko] ,...,[ p, di, k] ). From Propo-
sition 6.1, we know the following steps occurred sequelgtigh, queried its failure detector and got
the valued,, p, queried its failure detector and got the vatie..., p, queried its failure detector and
got the valued,. Then it is possible to construct a sched8le- ([ py, di, mi] , [ p2, o, My] , ...,

[ p,d, m]) corresponding to a possible run Afin failure patternF, where eachm; is either the
empty message or a message present in the message buff¢rpatd;, m] ). We say thatSis
compatiblewith P.

In the computation component of our reduction, each pracessiputes a output valueitpug
such that the history of all such output valuesgput is a valid failure detector history di°. Below
we define the notion of eritically satisfiedpath, which is essential for the reduction. Informally a
path is critically satisfied if it is compatible with a schéel& such that, if processtries to enter
its critical section inS, theni eventually succeeds in entering its critical sectiorsinThe formal
definition of a critically satisfied path is given below.

Definition 6.1 A path P= ([ p1, d, Ki] ,[ p2, do, ko], ...,[ P, di, k] ) of G for a process i is
calledcritically satisfiedif there exists a a schedule=S (py, di, My), (p2, d2, My), ..., (pr, d, my)
with the following properties :

(1) process i is in the trying section at the beginning of S alhthe other processes are in
their remainder sections throughout S.

(2) Forl < i < |, message mis the oldest message sent to procesdgfore the time
([ pi,di, k] ).

(3) process i enters the critical section iff lstep of S, i.e. i= p and i enters the critical
section in the stepp, d;, m)) of S.

Now we are prepared to describe our transformation infogmabiven a failure detectoD
and an algorithmA that solves mutual exclusion usiig, we build a DAG based on the values of
D in the manner described above (the communication comppn8imhultaneously, each process
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i simulates a rurR; of the algorithmA based on the DAG;. In R, process (and only process

i) tries to enter its critical section. Therefore, as long & correct,i eventually succeeds by the
progress condition of mutual exclusion. Upon gaining iiaal section,i exits its critical section
immediately and begins trying to enter its critical sectagain. In this manner, continues cycling
through its critical section forever iR. Hence in the computation component of the reduction,
process waits for a new vertex = [ i, d, k] to be added by the communication component. Then,
process looks for a critically satisfied path starting from Theni updatesoutpui equal to the
set of processes that participated in that critically §iatispath. In the following section, we will
show that completeness condition®f is met since we continually refresh the output with a set of
processes still participating in the algorithm, and we wfilbw that the mutual exclusion condition
of A guarantees safe intersection.

6.2.2 Tp_, zs and proof of correctness

We give the transformatiodp_, ys formally in Figure 2. Throughout this section, Iét be an
algorithm that solves mutual exclusion. It remains to shbet tvalues ofoutput form a valid
failure detector history foks, i.e., that they obey the completeness and safe interagutaperties
of X3.

We can define thémit DAG for a correct process denotedG®, to be the limit ofG; (t) ast
approached infinity. In the following lemma, we show ti&ff contains infinitely many critically
satisfied paths, which helps us show completeness.

Lemma 6.1 If i is a correct process and is a vertex in G(t) for any time t, then there exists a
time t > t such that G(t") contains a critically satisfied path starting from vertex

Proof: Letv = [i,d,Kk]. By Proposition 6.2, for any correct procegsthere exists a tim¢
such thatG; (t') contains an edge fromto (j, —, —). We can apply Proposition 6.1 repeatedly to
obtain an infinite patHP in G such that correct processes appear in round robin fashioveas
traverse the pat. We can construct an infinite schedi$eompatible toP such that (1) process

i and only process is in its trying section and (2) in each stép d, m), the message received is
the oldest message in the message buffer addresgeortoif no such message exists. Note tlsat
corresponds to a complete run A&f which solves mutual exclusion.

By the progress property of mutual exclusidmust have a finite prefig in whichi enters
its critical section. This corresponds to a finite prefxof P. Sincei is in its trying section at the
beginning ofS, but gains its critical section in the last step®f P; is a critically satisfied path.m

Lemma 6.2 (Completeness)fi is correct, then eventuallgutput contains only correct processes.

Proof: Lett be a time after which all faulty processes have crashed.oLet[ i, d, k] be the
earliest vertex inG; such thatr (v) > t andi looks for a critically satisfied path starting from
(in line 17). Sincd is correct,i eventually finds critically satisfied path starting at vertex by
Lemma 6.1 above. By Proposition 6.1, all processd? inok steps after timeand thus are correct.
In addition, since all faulty processes have crashed, lglearfaulty process can participate in any
future critically satisfied path, soutput contains only correct processes at all times dfter =
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Code executed at procesis
linitialize
2 G «¢
3 count <0
4 outpuj « IT

Simulation of A
5 repeat forever
6 tryii (try to enter the critical section in simulation &)
7 wait for crit;j
8 exitj

Communication component
8 repeat forever
9 receivem from message buffer
10 if m=(j,Gj) for somej e I then
11 Gj « Gj UG;j
12  d « Dj
13 add[i,d, counf to G; and add edges from all the verticesGn to[ i, d, couni
14  sendi, G;) to all processes
15 count « count +1

Computation component
16 repeat forever
17  wait for G; contains a critically satisfied path = ([ py, d1, k1] , [ p2, do, ko] ,
.. p,d,k]), wherepy =i, d; =d, ks = count
18  Dj < {p1, P2, ... pi}

Figure 2: Transformation algorithriTp_, ss

Lemma 6.3 (Safe-intersection)For processes,ij, let P' = ([ pi, d}, ki],[ pb, db, K] ...,
[pl,d,ki])and Pl = ([ pl,dikI],[ pl.dl, Kkl],....[ ph, dh kh]) be two critically satisfied
paths in G(t) and G; (t') respectively for somet’ e TI such that pi, pb, ... pi}{pL, pb, ... P/} =
pandz([ pl,di, K1) < z([ ph, dh, k™ ). Then process i crashes before tim@ ph, dih, kh] ).

Proof: SinceP' is a critically satisfied path, there exists a schedsllesuch that, (i)i tries to
enter critical section ir§ and eventually succeeds in the last stef®ofii) in the t'" step ofS for

1 <t <, processp! takes a step and gett from its failure detector module and receives the
oldest messagel addressed to it. There exists an analogous schekiuier processj .

Letoutpuf = {p}. pb. ..., p} andoutput = {pl, pl..... p'} be the set of processes taking
steps inS and S/ respectively. We know thatutput N output = ¢. By way of contradiction,

supposéa does not crash by([ p,jn, d,%, k,jn] ). Then we'll create a rurR of A which violates the
mutual exclusion property.

In run R both schedules execute concurrently as follows:
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(1) Bothi andj immediately enter their trying sections R all the other processes are in
their remainder section throughoRt

(2) Allmessages between the processemitipuf and the processeaitput; are delayed until
time 7 ([ pm, A, k] ).

(3) Attimez([ p}, d{, k] ), the steff p{,di,m] e S is executed for alvt € [ 1,1], and,
attimez([ p{,d!,k{]), the sted p!,d!, m{] € S is executedrt € [ 1, m] .

(4) Wheni enters its critical section at time([ pj, d{, k1), i remains in its critical section
until time z ([ ph, di, k] ).

By construction, at timer ([ ph, dm, ki] ), all processes imutput and output are in the
same state as i and S/ respectively because they cannot distingusfrom the run in which
only S or Sl occurs. Hencé and j enter their critical sections iR at timesz ([ p!, d/, k]) <
([ ph, dh, K™ ) respectively. Sinceé does not crash before([ prh, di, k™ ), i and j are both in
their critical sections at the same time, violating the naliexclusion property. Thereforecrashes
beforez ([ prh, di, K™ ). n

The previous lemmata give us the following theorem:

Theorem 2 In any environmeng, if a failure detector D and an algorithm A can be used to solve
mutual exclusion irf, then D<¢ X5,

Proof: In Figure 2, we give an transformation that ug@sind A to implement a variableutpug
at each process We need only to show that the valuesooftput obey the two properties at®.

(i) For each process, output; obeys the safe-intersection property
Beforei finds a critically satisfied path for the first timeutpu{ = II, which trivially
satisfies the safe intersection property. Prodessly updatesoutput to the set of
processes that took steps in its most recent criticall\sfati path. Therefore, the safe
intersection property is guaranteed by Lemma 6.3.

(i) For each correct process, eventually output; contains only correct process
This is immediate from Lemma 6.2. [

Theorem 1 and Theorem 2 above give us the main result of ow@rpap

Theorem 3 The failure detectof7, X°) is the weakest failure detector to solve mutual exclusion
in any environment.

7 Mutual Exclusion and Consensus

In this section we establish a relation between mutual si@tuand consensus. We compare these
problems through their weakest failure detectors. Thiggws insight on the difficulty of solving
one problem relative to the other.
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The following lemma compargd, X°) with the weakest failure detector to solve non-uniform
consensug,Q2, ).

Lemma 7.1 (Q, X") < (7, X%

Proof: We knowQ = QW from [1], andOW < O P from [2]. We know thatO P < 7 from [5].
Thus,Q < 7, andX’ < X° from Proposition 3.1, giving ugQ, ) < (7, X%). Finally, we'll
show thatX® £ (Q, ) to complete the proof.

By way of contradiction, supposE® < (Q, X) and letT(q, s+, xs be a transformation algo-
rithm that implements s using (Q, X°). We create three run$},, Ry, and R, with IT = {a, b}.
Throughout all three runs, the local failure detector meduive the following value€2, = X! =
{a}, Qp, = £ = {b}. In Ry, ais correct and crashes immediately. By the completeness property
of %, Tiq,5v)— s must excludeb from its output at procesa at some timé;. In R, b is correct
anda crashes immediately. By the completeness propert¥‘ofT(q, s+ xs must excludea from
its output at procesls at some time;.

In R, botha andb crash at timez > maxty, to). All messages sent betweanandb are
delayed until after both timg. Sincea cannot distinguistiRs from Ry, T(q sv)-, xs excludesb from
its output at procesa att;. Sinceb cannot distinguistR; from Ry, Tq sv)- ss €xcludesa from
its output at procesb att,. Without loss of generality, assunie < t,. ThenRs violates the safe
intersection property sincg andb output non-intersecting quorums at timtesandt, respectively
buta does not crash until after tinte—a contradiction. ]

Corollary 4 The weakest failure detector to solve consensus is ststibynger than the weakest
failure detector to solve non-uniform consensus.

Lemma 7.2 (7, X5) is incomparable tqQ, X)

Proof: We begin by showing thaf’ £ (Q, ). By way of contradiction, supposg < (Q, X)
and letTq 5)—,7 be the transformation algorithm that implemefitsising(Q, X). We create three
runs, Ry, Ry, andRs, with IT = {a, b}. Throughout all three runs the local failure detector medul
give the following valuesQ, = Qp = {a}, £5 = X, = {a}. In Ry, botha andb are correct. By
the trusting accuracy df, eventuallyTq )7 outputs{a, b} at process at some time;. R; is
identical toR; until time ty, at which pointb crashes. By trusting accuracy @f, there is a time
t> > t; such thafl(q 5)-,7 outputs{a} at process. In Rs, botha andb are correct.R; is identical
to Ry until timety; from t; until t;, a does not receive any messages friontUnable to distinguish
Rs from Ry, T, 5)—7 Will output {a} at process at timet,. This violates the trusting accuracy of
T—a contradiction.

Now we show thatt £ (7, X°). By way of contradiction, supposE =< (7, £°) and let
T(r,35-x be the transformation algorithm that implementsusing (7, £°). We construct two
runs, R; and Ry, with IT = {a, b}. In Ry, a is correct, and does not take any steps; Ry, a’s
local failure detector modules give the following valuesotighout the runZ, = X3 = {a}. By
the completeness property &f, T7 ss)—, 5 must eventually exclude from its output at process
at some time. Now constructR, such thab is correct, but all messages senttbgre delayed until
timet. a’s local failure detector modules give the same values &5 jiv's give the following: 7, =
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{b}, 25 = {a, b}. ThenT(7r zs)_ 5 excludesb from its output at process at timet sincea cannot
distinguishR, from R;. However, inR,, a crashes at timé+ 1. By the completeness property of
¥, b must excludea from its output at some later time. But this gives us a comttamh—b violates
the intersection property at. [

From the previous two lemmas we state the following theorem.

Theorem 5 For any environmeng, a failure detector D which solves mutual exclusionins
sufficient to solve non-uniform consensus but not necégsariform consensus.

This means that mutual exclusion is a strictly harder pmobtean non-uniform consensus but in-
comparable to uniform consensus.
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A Problem comparison

In order to prove that we have found the weakest failure detd2* to solve a problenP, we must
show that, given a failure detect@r and an algorithmA that solvesP usingD, we can extract the
failure detectorD*. Sometimes, we use both the algorittinand the underlying failure detector
D to extract D*—for example, we use both to extra&® in Section 6 from an algorithm that
solves mutual exclusion using a given failure detector.eDtimes, we can extradd* using only
the algorithmA—for example, we extrac) P from only an algorithm that solves eventual mutual
exclusion in Section C. Then, in some sense, we can say thgirtblems of eventual mutual
exclusion and “implementing P” are equivalent. An interesting question arises: are tioblems

A and “implementingD*” always equivalent?

In this section, we introduce two notions of problem comgam one based on failure detectors
and algorithms and the other based only on algorithms. Twenyill show the relation between
the two types of problem equivalence in Theorem 6. Thisimasuggests that the answer to the
above question is no: implementing a problem’s weakestri&iletector can be harder than solving
the problem itself.

Definition A.1 For problems Q and Qwe say that Qequires weaker failure detectidhan Q if,
given a failure detector D and an algorithm A which solvésuging D, we can solve Q. We denote
Q requires weaker failure detectidhan Q with Q <rp Q. If Q <gp Q' and Q #Arp Q, we say
that Qrequires strictly weaker failure detectidiman @, denoted Q<rp Q.

Definition A.2 For problems Q and Q we say that Qs weakerthan @ if, given an algorithm A
that solves Q we can solve Q. We denoteiQweakerthan Q with Q <p Q. If Q <p Q" and
Q" #£p Q, we say that Qs strictly weaketthan Q, denoted Q<p Q'.

From the definitions, it is clear that @ is weaker thanQ’, then Q requires weaker failure
detection tharQ)’. However, we will show that the opposite is not true, i.e Qifequires weaker
failure detection thalQ’, it does not imply that is weaker tharQ’. We prove this claim by giving
two problemsQ, Q’ such thatQ <gp Q' but Q £p Q’. The problems are “implementin@” and
uniform consensus respectively. We now define these twdegmrh

Implementing Q: When queried, each process must output a process id suchvisatually all
correct processes output the same correct process’s idaperntly.

Uniform consensus:Each process proposes a vatud=ventually, each correct process must decide
on a value such that the following properties hold:

e Termination:Eventually all processes decide on some value.
e AgreementNo two processes decide differently.

e Validity: If a process decides some valuethen some process proposed

Lemma A.1 ImplementingQ requires weaker failure detection than uniform consensus.



22

Proof: [1] showed thatQ is necessary to solve uniform consensus. Therefore, ibtbgists a
failure detectoD and an algorithnA that solves uniform consensus, then there exists a tranafor
tion Tp_, q that transform®D into Q. Then, to solve the problem of implementifig when queried,
each process should output the value of their local module B_, o, output. SinceTp_,q is a
valid transformation that implements the failure detedyreventually all correct processes will
output the same correct process’s id permanently. [

We will show that, given only an algorithrA that solves uniform consensus, it is impossible
to solve implementing2. Given this algorithmA that implements uniform consensus, all live
processes propose a value and eventuAllseturns a decision value such that the properties of
uniform consensus are satisfied.

Lemma A.2 Given only an algorithm A that solves uniform consensusJementingQ is not
solvable.

Proof: By way of contradiction, suppose we have an algorithAhthat solves implementing
using only A. Then, in any runR, of A’, there is some timé&, after which all correct processes
output the same correct process’s id, sawhen queried. Now consider another rBp in which

i fails at timet;. Then at some tim& > ty, all correct processes must output some other correct
process’s id, say # i when queried. Finally, consider a third rét3y which is identical toR; until
time ty, at which point all messages sent by procease delayed until timé, andi’s proposal is
not selected as a decision value in any runAofSince the other processes cannot distinguRsh
from R; without failure detection, all correct processes outpat timet, even though is correct.
Therefore, given any ruR of A’ where all the correct processes output pro¢ésil permanently
starting at timet, we can construct a ruR’ that is identical toR until timet in which the correct
processes change their output at some timet. We will use this technique to show that there is a
run of A’ in which all the correct processes never output the samedoprocess’s id permanently.

Construct a rurR* in which all processes are correct. Suppose all the correcegses output
the same correct process’s id, sat timet in R*. Then, all messages fronmare delayed until some
timet’ > t andi’s proposal is not selected in any run Afuntil after timet’ such that at timé’ all
the correct processes output some other correct proceksayj # i. If R* exists, then clearly
A’ does not solve implementin@ since the correct processes never output the same proass’s
permanently—anytime they output the same process’s ig,aheforced to change their output at
some later time.

Thus, R* must not exist. Then, there exists some tima which all the correct processes
output process’s id permanently. But as we showed above, correct procesmasot afford to
wait forever for messages fromor i’s proposals to be selected Bysince they cannot distinguish
R* from another runR’ in whichi fails at timet. Thus, if all messages froinare delayed long
enough, all correct processes must eventually output anctirrect process’s id, # i. Thus, we
have a contradiction, there is no procéssich that all correct processes outpatid permanently.
Therefore,R* exists, implying thatA” does not solve implementing. [

Now we can state the main result of this section:



23

Theorem 6 If Q requires weaker failure detection thar’,@ does not imply that Q is weaker than

Q/

Proof: We prove this by example. From the two previous lemmata, we ttzat implementing
requires weaker failure detection than uniform consensusjmplementingQ is not weaker than
uniform consensus. [

What does this theorem mean? Suppose we have a proQlemth a weakest failure detector
D*. Since D* is the weakest failure detector f@, clearly Q =<p implementind®* because
D* is sufficient to solveQ. The above theorem shows that the converse is not alwaysiteue
vQ, D* implementingD* £p Q. One such example is uniform consensus. In addition, s@pos
that another problen®’ is solvable giverD*, i.e., Q" <gp Q. The above theorem also says that
Q' is not necessarily solvable given only an algorithm thate®Q; we might need the underlying
failure detector as well. Intuitively, this means that th&d@building technique introduced in [1] is
necessary to extract the weakest failure detectors fronegooblems like uniform consensus since
no algorithm exists that can implemeqtgiven only an algorithm to solve uniform consensus.

B Starvation-free mutual exclusion<p mutual exclusion

In this section, we show that, given an algorithinthat solves mutual exclusion, we can solve
starvation-free mutual exclusion. Note that mutual exolu®nly guarantees progress: if a correct
process is trying to enter its critical section, eventuatiyne correct process gains its critical section.
When we showedZ, £3) is necessary to solve mutual exclusion, we used both adadlatector

D and an algorithmA that solves mutual exclusion usirig. Since we used to build aDAGIn
our transformationlp_, ss in Figure 2 in Section 6, this problem is non-trivial. Thatuge cannot
simply extract ¢, £°) from A and use it to implement the algorithm for solving starvaticre
mutual exclusion we gave in Figure 1 in Section 5. Insteadywillaise A to implement a different
algorithm A’ that is similar to that given in Figure 1.

B.1 High-level description

Our algorithm consists of two phases. We call the first phlasenttialization phaseand the second
phase thanain phase The purpose of the initialization phase is to ensure twalitmms for the
main phase: (1) the set of processes that reach the main ghaseiperset oforrect(F) and (2)

if a process fails during the main phase, then all correct processesteaty detecti’s failure.
These conditions provide the failure detection necessarg $imple main phase based on a priority
queue.

In the initialization phase, each pair of processegp shares a mutual exclusion primitive
mutex, (implemented byA). i (and onlyi) tries to enter the critical section eofiutey;. Sincei
is the only correct process trying to enter the critical secbf mutey;, eventuallyi gainscrit;; .
At this point,i broadcasts (i.e., sends to all) an init-done message, marirathe critical section of
mutey; forever, and proceeds to the main phase. Clearlyisittorrect,i will reach the main phase.
Upon receiving an init-done message froym tries to enter the critical section aofiutey;. If i is
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faulty, then eventuallyj will gain critj;. Otherwisej will never gaincrit;j. Thus, ifi fails during
the main phasej, is certain to detedts failure as long ag is correct.

In the main phase, trying processes contend for a mutualigeel primitivemutex,ain. When
i wants to enter its starvation-free critical sectidrhroadcasts its priorityi(c;). Processes store
priorities in a local priority queue, as in the sufficiencg@iithm in Figure 1. If and only if is
at head of its own local queukfries to enter its critical section imutex,,in. If @ process gains
Critmain, I €nters its starvation-free critical section. Thiebroadcasts a done message dotain
once it has exited its starvation-free critical section @nocesses removeé, ¢;) from their local
queues. In addition, processes remave;{ from their queues upon learning thatas failed based
on the monitoring performed during the initialization phas

Since a procesk only enters the starvation-free critical section if andyoiflit has gained
Critmain, Clearly the property of mutual exclusion is preserved.n&tigon freedom follows in anal-
ogous fashion to the proof of starvation freedom for the dilgom in Figure 1. We argue that, if
is correct and in its trying section, there are only finitelgmy priorities greater thaidis priority, so
eventuallyi will gain its critical section.

B.2 Formal algorithm and proof of correctness

We give the formal algorithm in Figure 3. Each process maistéour local variables:

e faulty:: the set of all processes thiathas found to be faulty based the initialization phase
monitoring

e C;: the number of times has entered its critical section

e Q;: apriority queue that contains processes in their tryirgises. Priorities are determined
by the following rule:(i, ¢;) > (j,¢j) & ¢ < (C; VG =Cj Al < |)

It remains to prove tha®' given in Figure 3 solves starvation-free mutual exclusicobfem,
as defined in Section 4, in any environment. Through thevielig Lemmata, we will show that,
given that every user is well-formed, any run of the algaenthsing failure detector7{, X°) satisfies
the four requisite propertiesvell-formedness, mutual exclusion, progremsistarvation freedom

Lemma B.1 (Well-formedness)For all i € II, the interaction between i and is well-formed.

Proof: From assumption, we know all users are well-formed. To cetepthe proof, we need
only show that process does not violate the cyclic order of actiotry;, crit;, exit, rem. From
the algorithm, it is clear that evemyit; action is proceeded by tay; action fromu; sincei must
broadcast its priority before enters its critical section. Any time; executes a&xit action, it is
followed by arem response froni in the next line of the algorithm. Thusg,does not violate the
cyclic order. [

Lemma B.2 (Mutual Exclusion) No two distinct processes are in their critical sectionse $ame
time.
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Code executed at procesis
Initialization phase

linitialize
2 faulty, < ¢
3 ¢ <0

4 Qi « empty-queue

try to enter the critical section ohutex; for all j e I
wait for critjj forall j e TI

broadcast( init-dong

proceed tanain phase

0o ~NO Ul

9 upon receive(, init-done do
10 try to enter the critical section afiutex;

11luponcritj; do
12 faulty, « faulty, U{j}

Main phase
13repeat forever
14 if Qjis nonemptyA head Q;) = (i, ¢j) then
15 try to enter the critical section ofiuteXain
16 wait for critmain
17 crit;j
18 wait for exif
19 G «<¢G+1
20 broadcast( ¢;, dong
21 exit the critical section afhutexnain
22 wait for rempain
23 rem

24 upontry; do
25  broadcast(c;, try)

26 uponreceive(, ¢j, try) do
27 insert {,cj)into Q;

28upon j added tdaulty, v receive(, ¢j, dong do
29  remove {, ¢j) from Q;

Figure 3: Algorithm A’ to solve starvation-free mutual exclusion in any environimgsing only mutual
exclusion primitives
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Proof: Suppose distinct processesind j are in their critical sections at the same time. Then,
bothi and|j are also in the critical section ofiutex,,in. Then we have a contradictionA-does not
meet the condition of mutual exclusion. [

Lemma B.3 (Progress) There are two parts to the progress condition:

1. If a correct process i tries to enter its critical sectiondano correct process remains in its
critical section forever, then eventually some correctgeiss | enters its critical section

2. If a correct process i tries to exit its critical sectiorjemtually it enters its remainder section.

Proof: (1) follows from the starvation freedom condition we showolein B.4. (2) is clear—
when any processreceives amxif, action from its useu;, we respond with &m action four lines
later. The only wait statement in those four lines is at liRe \Rherei waits to enter its remainder
section after exitingritmain. Buti does not wait forever at line 22 by the progress conditioA.ol

For the following lemma, assume no correct process stays tritical section forever.

Lemma B.4 (Starvation freedom) If a correct process i tries to enter its critical section,eth
eventually it will succeed.

Proof:  First, notice that all correct processes eventually rehehmain phase. Supposds
correct. Since is the only process trying to enter the critical sectionmuitey; (for eachj), i

eventually succeeds. Thusenters the main phase. Recall the definitiom®df highest priority
from the proof of Lemma 5.4. We'll prove the following clainsing induction.

Claim B.1 For any me N, if a correct process i has ¥ highest priority and i enters its trying
section, then i will eventually gain its critical section.

Proof: Inthe base casen = 1. Theni has the highest priority. Whenenters its trying section,

i broadcasts its priorityi(c;). Eventually every correct procegsreceivesi’s broadcast at some
timet andi is at the head of);. Supposé has not yet gained the critical section at timelet

S be the set of correct processes trying to enter their cliseations inmutex,,i, at timet and
suppose, in the worst case, each progessS gainscritmain While i is still waiting at line 16. Then

j enters its critical section. Eventuallyexits its critical section since no correct process remains
in its critical section forever. The exits Critmajin and eventually getsemy,in in response by the
progress condition ofA. Next, j repeats the loop starting at line 13. But sinds at the head of
Q;j, ] does not try to enter its critical section mutex,,i,» again untilj receives a done message
for (i, ¢;). Therefore, there is some time> t at whichi is the only correct process trying to enter
its critical section ilrmutex,ain. Furthermore, sinceis at the head of each correct process’s queue,
no other correct process will try to enter its critical sentin mutex,,in. Therefore, by the progress
condition of A, i will eventually gaincritmajn, and enter its starvation-free critical section.

Assume inductively that the claim holds for all natural nwrsless tham. Now suppose
hasm!" highest priority. When enters its trying section, broadcasts its priorityi (c;) and tries to
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enter the critical section ahutex,,j,. Eventually every correct process receiviasbroadcast and
putsi in its queue at some timte Let j be the process with the highest priority, ¢;) that enters
its trying section after tim¢. Supposej # i. Then|j has at leastm — 1)!" highest priority, so
j eventually enters its critical section by the induction dtyesis. But thenj( c;) has been used,
soi has at leastm — 1)'™" highest priority. Applying the induction hypothesis a seddime, we
have that eventually enters its critical section. Now suppdse j. We can argue analogously
to the base case above thaventually enters its critical section siniceffectively has the highest
priority. [

Therefore, we have that for any natural numbeif a correct processhasmt™ highest priority
andi enters its trying section,will eventually gain its critical section. Since for any ity (i, ¢;),
there finitely many greater priorities, we have starvati@efiom. [

The following theorem comes directly from the lemmata pobirethis section.
Theorem 7 Starvation-free mutual exclusiorp mutual exclusion.

Proof: We have shown that, given an algorithisthat solves mutual exclusion, we can implement
an algorithmA’ shown above in Figure 3 that solves starvation-free mutuglsion.

C OPis necessary to solve eventual mutual exclusion

The eventual mutual exclusion problem is identical to muxalusion problem except that the
condition of mutual exclusion is eventual: there is a timerafvhich no two distinct processes are
in their critical sections at the same time. In this sectiwr, show that) P is necessary to solve

eventual mutual exclusion.

In [10], Pike et. al. showed this result but used a strongesior of the eventual mutual exclu-
sion problem. They assumed an additional fairness comditidledeventual bounded waitindor
every run, there exists a timend a boundb such that, if a correct procesgnters its trying section
after timet, no processj enters its critical section more thdntimes beforel enters its critical
section. Clearly eventual bounded waiting is stronger gtarvation freedom. Starvation freedom
guarantees only that every correct process that tries & @stcritical section eventually succeeds;
eventual bounded waiting guarantees that every correcepsothat tries to enter its critical section
will succeed before any other process enters its criticati@eb + 1 times.

In the proof that) P is necessary for mutual exclusion, [10] uses the eventuatdbed waiting
property to implement an “elastic clock” which serves aslihsis of a timeout system to monitor
failures. Here we show th&tP is necessary to solve eventual mutual exclusion withoutteatual
bounded waiting condition and without the starvation-fieness property—a more general result.

Suppose there exists an algorithirthat solves eventual mutual exclusion. We'll implement
¢ P usingA. Each processsuses eventual mutual exclusion primitivesiutex;, mutex;, ..., mutex;
(implemented byA), to monitor the other processes. Orlyand j have access to the primitive
mutex; . At the beginning of the algorithm,suspects every other procejssProcessg tries to enter
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Code executed at procesis
Initialization
linitialize
2 outpuf « II
3 M[ 1...n] = {mutex;, mutex;, ..., mutex;}
4 try to enter critical section ahutex; forall j € 1

Tell others i is alive
5 upon critjj do
6 send, alive) to j
7 upon receive(, suspectdo
8 send, alive) to j

Monitor others
9 upon receive(, alive) do
10  outpui « outpuf — {j}
11  try to enter critical section ahutex;
12uponcritj; do
13  send, suspectto j
14 exitmutey;
15  outpuj <« output U {j}

Figure 4: Algorithm Tp_, op that implement$ P given an algorithm that solves eventual mutual exclusion

the critical section ofmutex;. Sincej is the only process trying to entenutey;, if j is correct,
eventuallyj will gain its critical sectioncritji. Whenj gainscrit;, j sends aralive message to.

j will remain in the critical section forever. Whenever presereceives an alive message frgn
stops suspecting. However,i tries to enter the critical section afutey; . If i succeeds in entering
the critical section, thensuspectg, sendsj asuspecimessage, and exits the critical section. Each
time j finds out thati suspects (by receiving a suspect message fromj sends another alive
message to.

Recall thak) P satisfies strong completeness and eventual strong acci@apposgq is faulty.
Then eventuallyj crashes. Thereforé sent finitely many alive messages. Afiereceives the
last alive message from, i will try to enter the critical section ofrit;;. Sincei is the only correct
process trying to enter the critical sectiorooit ; , i eventually succeeds and suspgap@rmanently.
Thus, we have strong completeness. Now suppdseorrect. Then enters the critical section of
critji and stays there permanently. By the property of eventualiahgixclusion, eventuallyis no
longer able to gain access to the critical sectiomoite; . Thus,i sends;j finitely many suspect
messages. After receiving the last suspect mesgagplies with an alive message.ilfs correct,

i eventually receives that alive message and never suspagain. Thus, we have eventual strong
accuracy.

We give the formal algorithnTp_, op that transformD into ¢ P in Figure 4. Each process
local module of0 P is represented by the variabbetpug.
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Lemma C.1 (Strong Completeness)or each process i, eventualgutput permanently suspects
all faulty processes.

Proof: Supposeg crashes at timg. First suppose thatnever receives an alive message frpm
From the algorithm, it is clear thatonly removesj from output after receiving an alive message
from j. Theni never removeg from output, soi permanently suspectsfrom the beginning.
Now suppose receives alive messages frojn Sincej crashes at timg, i receives finitely many
alive messages from. Suppose receives the last alive message frgrat timet,. Theni removes

j from output and tries to enter the critical section wiutex;. After timety, i is the only correct
process trying to enter the critical section mitey;, soi will eventually succeed at some time
t3 > to. Theni will add j to output at timets. Sincei never receives another alive message fijgm
i permanently suspecfsafter timets. [

Lemma C.2 (Eventual Strong Accuracy) For each processi, ifi is correct, eventually every other
correct process | permanently does not suspecti.

Proof: If i is correct, then eventually gains the critical section ofutey; at some time; since

I is the only process trying to enter the critical sectiomuftey;. i sends an alive message jtp
and j eventually receives this alive message at timeince j is correct. Thenj removes from
output. i stays in the critical section ahutey; forever. If j addsi to output, j must have gained
the critical section ofmutey;, so j sends a suspect message. By the eventual mutual exclusion
property ofmutey;, j only gains the critical section ahutex; finitely many times. Therj only
removes from outpu finitely many times, and only sends finitely many suspect messages to
i. Suppose receives the last suspect message at tyn@heni responds with an alive message.
Sincej is correct,  receives the alive message at time- t3. Thenj removes from output, at
timet, and never addsto output again. [

We can state the theorem directly from the previous two letama
Theorem 8 {P is necessary to solve eventual mutual exclusion.

Proof: Given a failure detectob and an algorithmA that solves eventual mutual exclusion using
D, we have a transformatiofp_,p. ThusOP < D, implying that QP is necessary to solve
eventual mutual exclusion. [

In [9], Pike et. al. showed th&tP is sufficient to solve eventual mutual exclusion. Combining
that result with Theorem 8 above, we have tO#& is the weakest failure detector to solve eventual
mutual exclusion. To complete our treatment of eventualualugxclusion, we show that eventual
mutual exclusion is equivaleatp mutual exclusion. The transformation algoritiis_, o p given in
Figure 4 in Section C relies only on the algoritifused to solve eventual mutual exclusion (and not
on the failure detectoD the algorithm uses). Therefore, given an algoritArthat solves eventual
mutual exclusion, we can impleme{P using Tp_,¢p. In [9], Pike et. al. give an algorithm to
solve starvation-free eventual mutual exclusion ugiy Combining these two facts, we have that
starvation-free eventual mutual exclusiep eventual mutual exclusion.
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D Failure detector comparisons

Here we provide proofs for the assertions we made about thtvee strengths of failure detectors
in Section 3.

Claim D.1 In an environment where any number of processes mayXaik 5 < X.

Proof: From the definitions, it is clear tha&® < X5 < X. We complete the proof by showing
that£° £ X? and thatX £ X5. For both arguments, we consider a system of two processes, i
1 = {a, b}.

By way of contradiction, assume thaf < X* and letTy._,5s be the transformation algo-
rithm that implementszs using °. We create three run€};, Ry, and Rz, of Tyv_,5s to reach
a contradiction. Throughout all three runs, the local fa&ldetector modules give the following
values: X} = {a}, ) = {b}. In Ry, ais correct and crashes immediately. By the completeness
property of X3, Tsze_,vs must excludeb from its output at procesa at some time;. In Ry, b is
correct anda crashes immediately. Then, by the completeness properBfofs._, s must ex-
cludea from its output at process at some timd,. Finally, in R3, all messages betweenandb
are delayed until timés = maxty, t;) andb crashes after timg. Sincea cannot distinguishRs
from Ry, a excludesb from its output inRs at timet;. Sinceb cannot distinguistR; from Ry, b
excludesa from its output inR; at timet,. Thus,a andb output non-intersecting quorums. Since
neithera nor b has crashed d%, Rs violates the safe intersection property®f. Thus, we have a
contradiction—=% £ X°.

Now, by way of contradiction, assume that < X% and letTss_, s be the transformation
algorithm that implementg using X°. We create two runsR; and R,, of Ts._,ys to reach a
contradiction. InRy, the local failure detector modules give the following \eduhroughout the
run: X5 = {a}, £ = {a,b}. In Ry, ais correct and crashes immediately. By the completeness
property ofX, Tys_,» must excludd from its output at processat some timé. In Ry, b is correct,
a crashes at time+ 1, the local failure detector modules give the same valuéktime t + 1, and
all messages sent betwegnandb are delayed until timé + 1. Sincea cannot distinguistRr, from
R;, a excludes from its output at time. Attimet + 1, a crashes, and? = {b} for the rest ofR,.
By the completeness property Bf, eventuallyTss_, y must excludea from its output at proceds.
But thena andb output non-intersecting quorums, 8% violates the intersection property &f.
Thus, we have a contradiction=#£ X°. ]

Claim D.2 In an environment where any number of processes may(fajlxs) < (7, S).

Proof: First, notice tha{(7, £°) < (7, S). Clearly7 =< (7,S). The weak accuracy property
of S states that some correct process is never suspected. Tleeocarwimplemens from S

at process as follows: i queriesS and outputsIl — §. Since some correct process is never
suspected, that correct process is contained in all qugrsorthie safe intersection property of is
satisfied. By the strong completeness propertg,@&ventually every crashed process is permanently
suspected. Thus, all quorums contain only correct prosessethe completeness property3tis
also satisfied. Therefor&® < (7, 9).
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We complete the proof by showing th&t£ (7, £%), implying that(7, S) £ (7, £5). By
way of contradiction, suppos8 =< (7, X°) and letT(7 zs)s be the transformation algorithm
that implementsS using (7, £°). We create two runsiR; and Ry, of Ti7 zs)_,s to reach a con-
tradiction. InRy, the local failure detector modules give the following \edithroughout the run:
T. ={a}, 7, = {b}, 5 = {a}, 5 = {a, b}. In Ry, ais correct, and crashes immediately. By the
completeness property & Tz xs)_, s eventually outputgb} at process at some timé. In Ry, b
is correct,a crashes at timé+ 1, the local failure detector modules give the same valuéktime
t +1, and all messages sent betweeandb are delayed until timé-+ 1. Sincea cannot distinguish
R, from Ry, a outputs{b} at timet. Attimet + 1, a crashes, an&; outputs{b} for the rest of
R.. By the completeness property 8f eventuallyT 7 ss),s must output{a} at proces$. But R,
violates the weak accuracy property 8fsinceb is the only correct process ardsuspected at
timet. Thus, we have a contradictionS£ (7, £%). [
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